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Kim Greene - Introduction

* Owner of Kim Greene Consulting, Inc.
« Extensive iSeries background

» Services offered include:

— System and application tuning
— Migrations

— Enterprise integration

— Administration

— Troubleshooting

* Technical writer for Systems Magazine, System i Edition
 Member of Penumbra Group

— www.penumbra.org
* My blog

— www.bleedyellow.com/blogs/dominodiva
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Agenda

e Pay attention to console errors!!
e Are you using default settings?
e Are your servers too open”?

e Know your schedules

e Keep your servers clean

e Clustered server tips
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Smarter software for a Smarter Planet.

Agenda

¢ |ID management

e New features not implemented
e Policies — are you using them?
e Maintenance tasks

e Get to the new ODS
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PAY ATTENTION TO CONSOLE
ERRORS !

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Check Console Errors

e Pay attention to these!!!

== admin4.nsf has not replicated (PULL) with ANY server since MM/DD/YYYY
HH:MM:SS

== admin4.nsf has not replicated (PUSH) with ANY server since MM/DD/YYYY
HH:MM:SS

== This 1s 70 days 1 hour !!!

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 6
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Check Console Errors

e Unable to update entry in catalog (for Subdir/

AppName.nsf): Special database object
cannot be located

e Directory Cataloger finished processing
DirectoryCatalog.nsf: File does not exist

e Agent Manager: Full text operations on

database ‘mail/myfile.nsf” which is not full text
indexed. This is extremely inefficient.

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Check Console Errors

e Error validating execution rights for agent
'Notify' in database ‘subdir/dbname.nsf'. Agent

signer ‘XXX01/YYY", effective user 'XXX01/
YYY'. Agent signer.

e RNnRMgr: The design of Rooms.nsf is not one
supportable by RnRMgr. Autoprocessing is
being disabled for this DB.

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Check Console Errors

e Database events4.nsf in view

($StatFindByName) is missing 13 documents
as defined in events4.ntf

e Schema: Form name

'SLotusFaxPhoneTranslation' in the names.nsf

design is not a valid LDAP ObjectClass name
because it includes illegal character(s).

e SSL Error: Keyring File access error

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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ARE YOU USING DEFAULT
SETTINGS?

Copyright Kim Greene Consulting, Inc. All rights reservedl@orldwide.
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Number of Mail.box Files

e Default is 1

== Not appropriate on any sized server

e Check mail statistics
= Mail. Waiting
—=[ndicator of ROUTER performance
==Number of mail items waiting to be delivered in all MAIL.BOX files
e May indicate need additional files

A

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 11
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Number of Mail.box Files

e Mail.Mailbox.Accesses
e Mail.Mailbox.AccessConflicts

- Want a lower percentage of conflicts (2% or less)

==Mail.Mailbox.AccessConflicts / Mail.Mailbox.Accesses = < 0.02

Mail delivery statistic Original After tuning
Mail.Mailbox.AccessConflicts 1151 8
Mail.Mailbox.Accesses 3877 3023
Mail.MailBox.MaxConcurrentAccesses 6 5
Server.MailBoxes 2 4

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Delivery and Transfer Threads

e Set based on amount of memory available when server
starts

=—=May need to increase manually

—=Statistics to watch:
==Mail.DeliveryThreads.Active
—=Mail.DeliveryThreads.Max
==Mail.DeliveryThreads.Total
—=Mail.TransferThreads.Active
==Mail.TransferThreads.Concurrent.Highest
==Mail.TransferThreads.Concurrent.Max
==Mail. TransferThreads.Max
—=Mail.TransferThreads.Total

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Controlling Log File Size

e How large is log.nsf or domlog.nsf?

= Select to replicate out documents over x days old

Replication Options for Domino Web Log 7 x|
_—E Basics Remove documents from the replica

@ Space Savers [+ Remove documents not medified in the last |35| jl days

@: Send [ Receive summary and 40KB of rich text onfy

E@ = Receive only a subset of the documents

I Documents in specified views or folders
[ Documerts that meet a selection formula
-

¢ - Folders and Views - -
= All Bequests
T Muthenticated Requests
1 Google Ads
Invalid Link Reguests
Reguests By Content
Requests By Date
Requests By DNS
Requests By Refemrer
Reguests By Site
Ram iacte B Sizhie

1 1 Bl Bl B E B

Changes made here apply to all locations 014 | Cancel |
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ARE YOUR SERVERS TOO OPEN?

Copyright Kim Greene Consulting, Inc. All rights reservedl&orldwide.
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Disable Ports Not Using

e Some examples
== Ports -> Internet Ports -> Web

—=Disable port HTTP (80)

== Ports -> Internet Ports -> Mail

—=Disable ports IMAP (143) and POP3 (110)
== Ports -> Internet Ports -> DIIOP

==D1sable port Remote Java/Domino IIOP (63148)
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Router and SMTP Controls

e |s your server an open relay??
e Check these fields

Allow messages to be sent
only to the following external
internet domains:

Deny messages to be senttoc *
the following external internet
domainz: * means all)

Allow messages only from the
following internet hosts to be
zent to external internet
domains:

Deny messages from the
following internet hosts to be
sent to external internet
domainz{* means all)

=—=NOTE: These are the default settings

= See KB article 1092370 for details
Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 17
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KNOW YOUR SCHEDULES

Copyright Kim Greene Consulting, Inc. All rights reservedl®orldwide.
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Schedules

e \When are tasks running?
— ServerTasksAtl=Catalog,Design

= ServerTasksAt2=UpdAll

== ServerTasksAt3=0bject Info -Full (only needed if using
shared mail)

= ServerTasksAtS=Statlog
e Are critical tasks running?

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 19
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Schedules

e Server tasks can be alternately scheduled via program
documents

== Show Schedule will show the schedule for all program documents

e \What is your Backup schedule?

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 20
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Schedules
e Common Problems

== Backup ends the server while updall, compact, or fixup are running
= Fixup, updall or compact trying to run on the same database at the same time
- Heavy duty agents running while maintenance tasks are running

- [nbox maintenance agent runs at same time as compact

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 21
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KEEP YOUR SERVERS CLEAN

Copyright Kim Greene Consulting, Inc. All rights reserved2® orldwide.
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Mail Templates

e How many are on your servers?

e A customer example:
=—=MailR6 — SCT! - RFVA
=—=MailR6 — SCT! — RING
=—=MailR6 — SCT! — UJPT
=—=Mailr7bank
=Privatebankingmaill 0
==R R Xmail5
=—=StdR6mail
==StdR7mail

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Unnecessary Server Tasks

e Do you really need these tasks?
== DECS

== CalConn
== Collect
- MTC

- Etc.

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Agent Maximum Execution Time

e Server Tasks -> Agent Manager

- Field ‘Max LotusScript/Java execution time’
—=Have seen set to 1440
e That 1s 24 hours!!

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Disable Debug When Not Needed
e Collecting debug data consumes resources

e Customer example:

—=Debug threadid=1

—DEBUG CAPTURE TIMEOUT=I
—DEBUG _SHOW_ TIMEOUT=1

=] 0g AgentManager=1

=—=Debug sem timeout=10000

=—=|0g update=2

==NSF DocCache Thread=1

—debug nif=0

—debug nig update=1

—FT LIMIT HIGHLIGHT FILTER=1

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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CLUSTERED SERVERS

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Look for Differences

e Check SSL enablement
e Customer example

Mail Server Maill Server
SSL key file name selfcert.kyr keyfile.kyr

TCP/IP port status for port 80 Redirect to SSL Enabled

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Look for Differences

e Check the time on the systems hosting the clustered
servers

== Can cause replication issues
== Customer example

==(ne server was 3 minutes ahead of other server

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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ID MANAGEMENT

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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ID Recovery

e Captures safe ID for each user

== [nitial authentication

= As passwords are changed
= When certificates are renewed

e Allows passwords to be recovered
e Malil-in database created automatically in release 8

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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ID Recovery

Cross Certify Key...
Edit Multiple Passwords...

Edit Recovery Information..

Extract Recovery Password...

Recover 1D File...
Rollover Certifier Key...

Edit Master Recovery Authornty List

—=-| Add or change recovery authonty names to allow 1D and
password recovery for [Ds created with the certifier
JKGCI.

Specify the names of Recovery Authorties

How many Recovery Autharties do you require? |‘I

(At least three are recommended)

Length of recovery password 16 -

Cument Recovery Authorties

Domino Administrator,KGEC]

Mew. /modified 10s will be mailed to the address below
{+ | want to use an existing mailbox.

o
{ | want to create a new mailbox.

Address. . |0 Recovery File@KGC]

Custom Recovery Message :

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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ID Vault 8.5

e Server based application for storing and managing
protected copies of Notes ID files

e Reset forgotten passwords
e Synchronize ID files across multiple computers
e Auditor function to gain access to encrypted data

Llser name: Fred Adams/Acme hd
S
=
-

Y
e A
M2 t ;’{ Password
{ " 5
L At location: Suitl)
I = ot your password

Lotusphere 2010
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ID Vault

e Requirements

== [Lotus Notes 8.5 Client
== Notes ID Vault (Application/Database on Domino 8.5 server)

8.5

- Enabled via Policies
= Reset password via Administration client

~ Tools

7 G Feople
# [Cb Groups
@) Dvauts

Reset Pasoword,

SN0 & o
Extract ID Fram Vaull..
Password Resst Authanty

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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NEW FEATURES NOT
IMPLEMENTED

Copyright Kim Greene Consulting, Inc. All rights reserved3%orldwide.
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Internet Password Lockout

e Set a threshold for Internet password authentication
failures for iNotes users

(@) save & Close  (X)Cancel

Configuration Settings : domtest1/KGCI

Basics ElientUpgmde | Router/'SMTP | MIME | NOTES.IMNI Settings | Domino Web Aco

Enforce Internet Password Lockout: "Yes y#1

: v Lockouts
Log Seftings: v Failures
Drefault Maximum Tries Allowed: "5
Default Lockout Expiration: "0 " Minutes ;=
Default Maximum Tries Interval: "1, " Days 1=

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Fault Tolerance Settings

e Introduced in R7Y

= Automatic reporting and analysis of server crashes
= Automatic cleanup of server crash files
= Diagnostics tab of configuration document

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 37
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Fault Tolerance Settings

== Configuration document

—=Diagnostics tab

e Enable diagnostic collection

Mail-in Database for diagnostic reports:

Maximum size of diagnestic message
including attachments (in ME):

Maximum size of NS0 output to attach
(in MB:

Maximum amount of console output
file to attach (in KE):

Diagnostic file patterns:

Remove diagnostic files after a
specified number of days:

MNumber of days to keep diagnostic
files:

Run FaultAnakzer on Fault DBs on this
SENVer:

Run Fault Analyzer on:

Databases to run fault analyzer against:

Remove attachments from duplicate
faults:

" Lotus Notes/Domine Fault Reports =
F20 4

"0

710240 4

"Yes

4

" 365

: Yes by |

" Specific mail-in databases ¥
" Indtf.nsf 4
"Moo=

=

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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POLICIES - ARE YOU USING
THEM?

Copyright Kim Greene Consulting, Inc. All rights reserved3®orldwide.
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Policies — Are You Using Them??

Desktop
Archiving Setup

Mail Qctivities
Policies
G gistratiD (TI;;\;[;;
Productivity -
Tools > Gecurlt}D

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 40
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Why would | want to use policies?

e Set an internet address format for all users

e Set archive standards for mail files

e Set execution control lists (ECLs) across the organization
e Standardized registration settings for all new users

e Set the expiration date for all employees to expire in X number of
years

e Implement a standard desktop for all employees
e Control mail settings (Domino 7 and beyond)

e Define password management options

e Upgrade clients automatically

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 41

Lotusphere 2010



Lotus knows.

Smarter software for a Smarter Planet.

Policy Enhancements
e Prior to Release 8.5

= Explicit Policies

—Assigned directly in User's Person Record
—=Difficult to Manage

== Organizational Policies
—Assigned by Hierarchy
—=Easier to manage but too broad for some organizations

e Added in Release 8.5

== Dynamic Policies
==New form of Explicit Policy 8.5
=—=User(s) and Group(s) assigned to Policy
==V ery easy to manage

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide.
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Policy Enhancement

e Assigning dynamic policies 5

Policy : /Renovations Marketing Policy

Bagics | Palicy “-.-.*n’_]nn--r-l-'ll Folicy Precedencs ! Cormmants | Adrmiiietration

Renavations Marketing Team

Lotusphere 2010
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MAINTENANCE TASKS

Copyright Kim Greene Consulting, Inc. All rights reserveddworldwide.
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Maintenance Tasks

e Run Fixup and Compact on a regular basis

= Compact -> daily to weekly
— Fixup -> weekly

Program: compact

Program name: compact Enabled/disabled: Enabled

Command line: -3 10 Run at imes: 04:00 AM each day

Server to run on; domtest1/KGCI Repeat interval of: 0 minutes

Comments: Day=s of week: Sun, Man, Tue, Wed, Thu, Fri, Sat

I
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GET TO THE NEW ODS

Copyright Kim Greene Consulting, Inc. All rights reservedd@orldwide.
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Features of the New ODS

Database - om 7,

Unread Mark Options
Don't maintain unread marks
Replicate unread marks:
+ Mever Clustered servers onby Al servers

Advanced Options
Cptimize document table map
Don't ovenwrte free space
Mairtain LastAccessed property
Disable transaction logging

¥ Uze L1 compression tor attachments
¥ Ise Domino Attachment and Object Service
Dont allow headline monitoring

¥ Support Response Thread History

Dont allow simple search
| ¥ _Compress database desion
v _Compress docyment data
Dizable automatic updating of views

[izable export of view data
¥ Allow soft deletions

Pemanenthy delete documents after 48 hiours
Limit entries in SUpdatedBy fields 0
Limit entries in $Revisions fields 0

Lotusphere 2010 (5 ) CREATED WITH LOTUS" SYMPHONY
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Getting to the New ODS

e In release 8.x need:
- Create R8 Databases=1

e In release 8.5.x need:
== Create R85 Databases=1

e Copy style compact

= -C switch

Lotusphere 2010
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Questions???

kim@kimgreene.com
www.kimgreene.com
www.bleedyellow.com/blogs/dominodiva

Copyright Kim Greene Consulting, Inc. All rights reserved worldwide. 49
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© IBM Corporation 2008. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the
information contained in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current
product plans and strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise
related to, this publication or any other materials. Nothing contained in this publication is intended to, nor shall have the effect of, creating any warranties or
representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.
References in this presentation to IBM products, programs, or senices do not imply that they will be available in all countries in which IBM operates. Product release
dates and/or capabilities referenced in this presentation may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not
intended to be a commitment to future product or feature availability in any way. Nothing contained in these materials is intended to, nor shall have the effect of, stating
or implying that any activities undertaken by you will result in any specific sales, revenue growth or other results.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any
user will experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O
configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve results similar to those
stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics may vary by customer.
IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International Business

Machines Corporation in the United States, other countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

Linksys are trademarks of Linksys Corporation in the United States, other countries, or both.
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