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“  Worst Practices.  You can’t fix stupid”
Paul Mooney

Other titles for this session

“  Worst Practices.  Because its worth it”
Duffbert

“  Worst Practices.  It’s back and its pissed”
Bill
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“  Worst Practices.  The investigation into non IBM caused software 
related situations that may or may not have caused momentary challenges to 
the strategic paradigm in the collaborated community of the smarter planet 
which is not affiliated, related or liable to IBM, any subsidiary, partner, 
software, product, vendor, technology, hardware, gadget, race, colour, creed, 
gender, life form and hermaphrodite past, present or future...  Express.”
IBM

Other titles for this session
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Agenda
● For each case study, we shall

▬ Look at the errors
▬ Diagnose the problem
▬ Determine the problem
▬ How was it resolved
▬ What lessons can be learned

● We have 10 case studies
● We cover both infrastructure and development…
● All new
● All true

▬ Seriously, you can’t make these up....
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Case Studies
● In case of emergency
● Out of employment
● “Sure, that's an easy change”
● Mobile madness
● DAOS done dumbly

Readers and Authors Unpeeled
Workspace Blues
Web Views from Hell
Discovered Check
Bill

Shorties..
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1  In case of emergency
● The Story…

▬ A large corporate environment
▬ Moved to managed service
▬ Single data centre
▬ Mother of all SANs

▬ Lotus Domino/ Citrix/ Lotus Notes
▬ Excellent contingency documentation

▬ Full procedures documented
▬ Data centre shuts down over weekend

▬ Everything is down
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1  In case of emergency
● The Cause

▬ New data centre
▬ Full data centre air conditioning
▬ Power for DC air conditioning

▬ Linked to power system for building air conditioning
▬ Weekend

▬ Fire alarm tripped

● False alarm
▬ Automated system

● Shuts off air conditioning
● INCLUDING DATA CENTER

▬ Things get warm in there
▬ SAN did not shut down from heat
▬ Hard crash of SAN
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1  In case of emergency
● The Investigation and Resolution

▬ All SME’s called to site
▬ Gentle power up of data centre
▬ Documentation for restart of SAN and primary applications
▬ Bring everything back online.. slowly

▬ Damage to backup system and drives
▬ Full test of systems/applications/user access
▬ Restart everything again
▬ Check logs

● This took two days
▬ Why?
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1  In case of emergency
● Lessons learned

▬ You get what you pay for
▬ Full documentation on restore process is excellent
▬ Everything proceduralised for this situation in documentation
▬ Presented to customer before implementation of Data Centre
▬ Called the “redbook”

▬ Customer kept the redbook
▬ Saved as a PDF on the SAN
▬ Backup not available
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2. Readers and Authors unpeeled
● The Story…

▬ Very large customer
▬ Mission critical evaluation system
▬ Lots of reader fields
▬ And one day, lots of documents disappeared

● The Investigation
▬ Analysed replication history, logs, etc.

● Gotcha!
▬ Only one user had a large number of deletions.. 
▬ Did you delete 1,565 documents ? 

▬ No....
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2. Readers and Authors unpeeled
● Cause

▬ He was impatient and didn't want to wait for the hub to replicate with his server...
▬ He had manually replicated between a hub based server, and his normal server
▬ It had used his credentials
▬ It had removed all the documents he didn’t have access to

● Resolution
▬ Clear replica history and re-replicate 

▬ Thankfully it was caught quickly
▬ Shoot the user
▬ Fix the access control on the servers

11
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2. Readers and Author fields unpeeled
● Lessons learned

▬ Reader/Author fields are dangerous. Like scissors. Don’t run with them
▬ Don’t let users replicate between servers

● And while we’re at it (and you’ve heard all this before)
▬ Always use canonicalised names in a reader, author or names field. 

▬ Don’t use abbreviated or common names for hierarchical users
▬ Multiple entries in a field require use of a multi-value field!

▬ Well, d’oh!
▬ Always create a database role or group entry for the servers
▬ Anytime you want to change them

▬ Stand well back
▬ Test, test and test again
▬ Don’t run it on live..

▬ Full Access Administrator is your friend

12
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3  Out of employment
● The Story…

▬ 18,000 user site
▬ Limited administrators / developers
▬ Developer goes on leave Friday evening
▬ Monday morning

▬ The developer has received 6000 emails from different people
▬ Help desk going nuts with calls about vacations

● The Investigation
▬ Hands off everything
▬ Review support calls
▬ Review log file
▬ Numerous agents executing
▬ Opened a mail file
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3  Out of employment
● Gotcha!

▬ Out of office agent enabled
▬ In everyone’s mail file
▬ By one developer

● The Cause
▬ The developer was working
▬ Call from Manager

▬ He forgot to enable OOO
▬ Asked dev to enable for him

▬ Dev enabled OOO
▬ In template (person was working there)

▬ Design task ran
▬ Everyone’s OOO enabled
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3  Out of employment
● Resolution

▬ Disable OOO in template
▬ Run the design task
▬ Inform users
▬ Address emails

● Lessons learned
▬ “Quick fixes for users are bad ideas”

▬ Call logging system
▬ Template modification in production domain is dangerous

▬ Release management systems?
▬ Application template management?
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4. Workspace blues

● The Story…
▬ A multinational, multibillion pound approval system
▬ About a heartbeat before a huge deal closes...

▬ All the users are locked out of the production web application

● The Investigation
▬ A release team (and a developer) were busily rolling out to a test system

● Gotcha!
▬ The Database Access Control ‘Advanced’ setting ‘Maximum Internet Access’ had been 

set to ‘none’
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4. Workspace blues

● Cause
▬ The release team’s workspace had became corrupted
▬ The icon for the ‘test’ environment was mistakenly pointing at Production
▬ The same User ID had ‘god’ access in Test and Production

● Resolution
▬ DONT use the same ID for all environments. 
▬ For release, use ID’s that only work in the target environment

● Lessons learned
▬ Shoot the Admin
▬ Don't rely on ‘Workspace’ icons. Workspace, even in 8.5.1, becomes corrupt 

surprisingly easily

17



1818

5  That’s an easy change

● The Story…
▬ 24,000 global user site

▬ Centralised management of Lotus Domino domain
▬ Dynamic, cutting edge site

▬ Acquire new companies frequently
▬ Mandatory migration to Domino

▬ VAST majority of inbound internet email fails
▬ Domain errors
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5  That’s an easy change

● The Investigation
▬ Hands off everything
▬ Review support calls
▬ Check delivery failures

▬ Delivery failures in Domino excellent
▬ Ask for change control logs
▬ Review router logs
▬ Check SMTP servers

▬ Enhance SMTP logging

● Gotcha
▬ Checked the global domain document
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5  That’s an easy change

● The Cause
▬ The administrator was asked to add a new smtp domain to the global domain 

document
▬ This means the Lotus Domino server will accept messages addressed to that 

domain
▬ He did

▬ Accidentally selected all the other alternate domains
▬ added “new” domain
▬ Saved
▬ Router reloads configuration
▬ Stops accepting inbound email for other domains
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5  That’s an easy change

● Resolution
▬ Add in the alternate domains again

▬ Do this on SMTP inbound server if under pressure
▬ Tell router update configuration
▬ Mails start to come inbound again
▬ Shoot administrator

● Lessons learned
▬ Limit access to names.nsf
▬ CHANGE CONTROL
▬ Procedure your changes
▬ Test processes
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6. Web views from Hell

● The Story…
▬ A large, mandatory tracking system, web clients
▬ Users would wait 10-20 minutes to open a view, 

▬ 10-20 minutes to page forward, etc
▬ Servers were on their knees

● The Investigation
▬ The web application used a notes agent to construct the client view
▬ It generated XML for the entire view, and passed this back



23

6. Web views from Hell

● Gotcha!
▬ Each page being passed back was over 4mb in size!

● Cause
▬ The view contained every view entry, despite the client only being able to display the 

first 100 or so
▬ The developer, in testing, only had 100 or so documents. The target system had 

100,000+ documents

● Resolution
▬ Fix the views

▬ Use AJAX from the client to call ‘ReadViewEntries’ and render properly

● Lessons learned
▬ XML is great - when used correctly.

▬ When used badly, it can perform as badly as ‘old’ technology

23
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7 Mobile madness
● The Story…

▬ Small customer site
▬ Implemented Lotus Traveler (1st release)
▬ All is well
▬ Person loses their windows mobile device
▬ Reports it to IT
▬ IT said they will disable account

● Next day
▬ Personal address book “empties”
▬ New contacts start appearing

▬ People the customer does not know
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7 Mobile madness
● The Investigation

▬ Check Log.nsf
▬ Check traveler configuration

● Gotcha
▬ Account still active on traveler
▬ Mobile device in use!
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7 Mobile madness
● The Cause

▬ The administrator was asked to “deal with losing mobile device”
▬ No device wipe at the time on WMD
▬ Reset the internet password to “password” to lock out account

▬ Problem - the last password was “password”
▬ Account remained active

▬ Meanwhile.....
▬ Thief ignores traveler
▬ Deletes all the contacts on the device
▬ This syncs with the contacts in the mail file
▬ This syncs with the pnab

● Using “Synchronise contacts feature”
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7 Mobile madness
● Unusual resolution

▬ One of the “new” entries is DAD.. with mobile number
▬ The customer KNEW the dad
▬ Customer calls the mobile number
▬ A conversation is had
▬ Mobile device returned... with apology

● Lessons learned
▬ Incident lead password resets need to be more complex
▬ Password reset policies need to be implemented in your domain
▬ Complexity levels need to ben implemented in your domain
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8. Discovered Check
● The Story…

▬ A huge organisation tracking client confidential information
▬ Being moved from one part of the organisation to another
▬ One side outsourced to a service provider
▬ System was migrated, but some agents consistently failed

● The Investigation
▬ The agents’ code was examined in some depth - no bugs found
▬ Systems were examined in detail (where available)

▬ No obvious misconfigurations found
▬ Finally, a copy of the system was run in isolation...
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8. Discovered Check
● Gotcha!

▬ The agents were timing out

● Cause
▬ The agents were designed for a run-time of 1 hour, not the 10 or 15 minutes default
▬ The old system was set to a 1 hour timeout
▬ The old system didn’t kill agents

● Resolution
▬ Recoded agents to run in 10 or 15 minute time windows

29
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8. Discovered Check
● Lessons learned

▬ Every time a system changes ownership, information is lost
▬ In this case, an assumption about server setup - each server had to set agent timeout 

to an hour
▬ Institute proper logging for all agents

▬ Start time, end time, all run-time errors, terminations event
▬ In this case, no end-time comments led to the assumption that the terminated 

agent completed successfully
▬ Document - in the agents - that they require a non-standard environment
▬ Test, test, and test again, in a representative test environment

▬ Same hardware, same documents, same views, same versions

30
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9 DAOS done dumbly
● The Story…

▬ Mid size customer site in Europe
▬ Desperately low on free disk space
▬ Eagerly awaiting DAOS to be released
▬ Implemented in in January 2009

▬ It was out only a few days
▬ Few months later OS failure
▬ Box to be rebuilt
▬ Customers start to complain opening attachments

▬ INSERT ATTACHMENT ERROR PIC HERE
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9 DAOS done dumbly
● The Investigation

▬ Review the error message
▬ DAOS .nlo related
▬ Review daoscatalog database
▬ Query for missing .NLO files

● Gotcha
▬ ALL the .NLO’s missing
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9 DAOS done dumbly
● The cause

▬ When doing rebuild
▬ Administrator restored all .nsf files from the previous night’s backup
▬ Nightly backups did not include the DAOS directory
▬ Monthly backups did not include DAOS directory

▬ No copy of attachments

● Resolution
▬ Replica copies of mail files from DR server
▬ If there were no replicas of these .nsf files?

▬ Prayer?
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9 DAOS done dumbly
● Lessons learned

▬ Incident lead password resets need to be more complex
▬ Password reset policies need to be implemented in your domain
▬ Complexity levels need to be implemented in your domain
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10. Version control
● The Story…

▬ Large organisation, large development team
▬ Good version control practices in place
▬ Good three-tier (dev, test, prod) environment in place
▬ Good administrative practices
▬ Release of long-used application

▬ Users screaming about ‘losing features’

● The Investigation
▬ A new developer had been drafted into place
▬ They had pulled a clean copy of the application from version control

▬ And worked on that copy
▬ It had been tested, signed off, and had been released...

● Gotcha
▬ The application had lost all of the previous versions features 

35
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10. Version control
● The cause

▬ The previous developer had forgotten to check in the final version of the previous 
release

● The Resolution
▬ The administrator had always taken a template copy from production before releasing 

new code
▬ Reverted to that template copy 
▬ That copy was then reworked to add the new features

● Lessons Learned
▬ Admins: Always take a template copy of the production system before release!
▬ Developers: Always take that template and compare against your starting point
▬ Documented and automated test cases would have caught this
▬ Version control is excellent - use it well

36
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Summary
● Everyone makes mistakes
● Put systems in place to prevent the obvious ones
● It's how you deal with them that makes you professional

▬ No Blame Culture
▬ Admit soon, Admit well…

● Major system disasters
▬ Sometimes can't be prevented
▬ Are usually the combination of many small errors

● Learn from these mistakes!
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Legal Disclaimer
© IBM Corporation 2009. All Rights Reserved.

The inf ormation contained in this publication is prov ided f or inf ormational purposes only . While ef f orts were made to v erif y  the completeness and accuracy  of  the inf ormation contained in this 
publication, it is prov ided AS IS without warranty  of  any  kind, express or implied. In addition, this inf ormation is based on IBM’s current product plans and strategy , which are subject to change by  
IBM without notice. IBM shall not be responsible for any  damages arising out of  the use of , or otherwise related to, this publication or any  other materials. Nothing contained in this publication is 
intended to, nor shall hav e the ef f ect of , creating any  warranties or representations f rom IBM or its suppliers or licensors, or altering the terms and conditions of  the applicable license agreement 
governing the use of  IBM sof tware.

Ref erences in this presentation to IBM products, programs, or serv ices do not imply  that they  will be available in all countries in which IBM operates. Product release dates and/or capabilities 
ref erenced in this presentation may  change at any  time at IBM’s sole discretion based on market opportunities or other f actors, and are not intended to be a commitment to f uture product or 
f eature av ailability  in any  way .  Nothing contained in these materials is intended to, nor shall hav e the ef f ect of , stating or imply ing that any  activ ities undertaken by  y ou will result in any  specif ic 
sales, revenue growth or other results. 

Perf ormance is based on measurements and projections using standard IBM benchmarks in a controlled env ironment.  The actual throughput or perf ormance that any  user will experience will vary  
depending upon many  f actors, including considerations such as the amount of  multiprogramming in the user's job stream, the I/O conf iguration, the storage conf iguration, and the workload 
processed.  Theref ore, no assurance can be given that an indiv idual user will achieve results similar to those stated here.

IAll customer examples described are presented as illustrations of  how those customers hav e used IBM products and the results they  may  have achieved.  Actual env ironmental costs and 
perf ormance characteristics may  vary  by  customer.

PBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2,  PartnerWorld and Lotusphere are trademarks of  International Business Machines Corporation in the 
United States, other countries, or both.   Uny te is a trademark of  WebDialogs, Inc., in the United States, other countries, or both.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of  Adobe Sy stems Incorporated in the United States, and/or other countries.
I
Java and all Jav a-based trademarks are trademarks of  Sun Microsy stems, Inc. in the United States, other countries, or both.

IMicrosof t and Windows are trademarks of  Microsof t Corporation in the United States, other countries, or both.

I
Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of  Intel Corporation or its subsidiaries in the United States and other 
countries.

I
UNIX is a registered trademark of  The Open Group in the United States and other countries.
If  you ref erence Linux® in y our presentation, please mark the f irst use and include the f ollowing; otherwise delete:
Linux is a registered trademark of  Linus Torv alds in the United States, other countries, or both.
Other company , product, or serv ice names may  be trademarks or serv ice marks of  others.

I


	BP108 Worst Practices 4.0:  �“Orlando, we have a problem”�Paul Mooney, Blue Wave Technologies, pmooney@pmooney.net�Bill Buchanan, HADSL, bill@hadsl.com
	Other titles for this session
	Other titles for this session
	Agenda
	Case Studies
	1  In case of emergency
	1  In case of emergency
	1  In case of emergency
	1  In case of emergency
	2. Readers and Authors unpeeled
	2. Readers and Authors unpeeled
	2. Readers and Author fields unpeeled
	3  Out of employment
	3  Out of employment
	3  Out of employment
	4. Workspace blues
	4. Workspace blues
	5  That’s an easy change
	5  That’s an easy change
	5  That’s an easy change
	5  That’s an easy change
	6. Web views from Hell
	6. Web views from Hell
	7 Mobile madness
	7 Mobile madness
	7 Mobile madness
	7 Mobile madness
	8. Discovered Check
	8. Discovered Check
	8. Discovered Check
	9 DAOS done dumbly
	9 DAOS done dumbly
	9 DAOS done dumbly
	9 DAOS done dumbly
	10. Version control
	10. Version control
	Summary
	Legal Disclaimer�

