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Legal

e This slide presentation may contain the following copyrighted, trademarked, and/or restricted
terms:

- IBM® Lotus® Domino®, IBMe Lotuse Notes®, IBM Lotus Symphony®, LotusScript®
- Microsoft® Windows®, Microsoft Excel®, Microsoft Office®
- Linux®, Java®, Adobe® Acrobat®, Adobe Flash®

Lotusphere 2010




Lotus knows.

Smarter software for a Smarter Planet.

Agenda

e|D Vault - What It Is

eCreating an ID Vault

eManaging ID Vault

*Resetting Passwords

eSetting up a security policy for ID Vault

e Auto processing requests

A bit more about how it works and limitations
*Please complete your evaluations
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First The Why

e|D Vault removes the pain from

-Password Recovery
-by allowing password resets without access to the id itself

-Lost ids
-by re-distributing the vault copy

-Users with multiple id copies (we know you're out there)
-by keeping multiple copies in sync

-User renames

-Re-issuing the keys

-by doing both without needing any user involvement
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So...

|t makes you happy because you can keep your
environment secure and not wait on users to complete your
work

|t makes users happy because they have one sync’d id and
can easily get a password reset

°|lt makes audit happy because you no longer have that
backup directory of id files “just in case”

Lotusphere 2010
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How Does It Work - Downloading IDs

o|f no ID exists on the workstation the notes.ini fields
keyfilename and keyfilename_owner are used to identify
which ID should be downloaded

The ID can only be downloaded if the user knows the
password for the ID stored in the Vault

-S0 you can’t hack a notes.ini file to steal someone’s ID unless you
already know their password
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How Does It Work - Updating IDs

e\When a user connects to their home server the client asks

for a list of servers containing a vault that matches their
security policy

-the server chosen from the list is random and is then cached for a few
sessions so think about where you are placing your ID Vaults

[f a change is made in the vault (such as a password reset)
that is downloaded to the client as they login

e|f a change is made on the client version of the id then it is
uploaded to the randomised ID Vault server
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How Secure Is It

ORGANISATIOMAL POLICY */TURTLE

Gabriella Davis/UK/Turtle Mike Smith/LIs/Turtle Sam Gee/UK/Turtle

Ny ¢ f

MUK Turtle Trust NS Turtle Trust
Certificate Certificate

1D VAULT
Certifier /TurtleVault
(TurtleVault.1D)

DominoServer1/Turtle (server.id)
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Let’s jump right in and create an ID Vault

*\/erify you have the access required to create the Vault on
the server(s) you are using

eCreate the Vault
*Check that everything created correctly
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Editor Access to the Domino Directory

Access Control List to: demo's Directory [ %
_—"_’_. Basics :
% FPeople, Servers, Groups j S Al j Llzer type | Perzon ¥
i@ Holes —
Default- fccess | Editor |
Eg Log Anonymous

I T o=ttt pret i,
=] =] T ITI=rar
W LIEalE A EnELTIE NS

2 #edvanced & Doctor Notes/dema o I;Zlele;e aro

“ Gabrela Daviz/Demo

I seaiDsmariddmmine [ Create private agents

Dﬂ LacalDomains ervers [T Create personal folders/views
[ OtherDomains ervers [ Create shared folders/views
iy SMTE5/dema [T Create LotusScripts)ava agents

1 il s e Wy T ETR e I
g SrEai DG aaELIinenns
¥ Widite public documetits

v Replicate or copy documents

*(Go to ‘People and Groups” tab
eFile- Application - Access Control

eEnsure you or your group membership has Editor access (no
specific roles)
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What rights do you need to create an ID
Vault?

JDEMD D amain

Feople & Groups ] Filesl Semer... l Meszaging... | Replication Ennfiguratinn]
Server: SNT85/demo
_ I E Build %85 M 08202008 on Windows 2003 5.2 [ntel Pentium
» i gngl.:rrentﬁewer[)cucument .-5'-.|:||:| Server Eu:litEer‘-.fer @.ﬂ.dd to Cluster @Delete Server @Weh..." Chat™
| All Server Docurents |Darmain Server Mame & Title |HnstName
T Configurations = ”|“f|:|em|:| = —
T Connectians SHTERderno SMTES derno local
1| Programs
T 1 Euternal Domain Metwork Inf

eRights to create databases and templates

-Click on Configuration Tab
-Select and Open Server Document
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Rights to create databases and templates

eClick on Server document ‘Security Tab’

Server: SNT85/demo SNT85 demo.local

Semner name: SHTARdemao
Server title:
Clamain name: demo

Fully qualified [nternet SMTE5 demo.local
host name:
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Rights to create databases and templates

eEnsure your name or group is entered in the fields for
-Create new databases and templates

Access server: All uzers can accezs thiz server

Mot access zerver:
Create databazes & LacalDomainadmins
termplates:

Create new replicas:
Create master templates:
Allowed to uge monitors: *
Mat alloweed to use monitors:

Trusted zervers:
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You may have to walt...

[f you modified the server document then it will cache

-give it up to 30 mins or exit and start the server
-don’t do ‘server restart’

Lotusphere 2010
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Creating the ID Vault

| DEMO Diomain |
People & Groups 1 Filez ] Server.., ] Meszaging.., Fleplin:atic-n' Conhguration ‘

1 Server; SNTBS5/demo - Il v.
a;ﬂjﬁ Build V85 M2 08202008 on Windows/2003 5.2 Intel Pentium Use Directory an: | Current Server = [t

D‘ _E'_:,]EW;L:”EM e _.-'-‘-.::I::I SErer Eu:lit SEerver @.ﬁ.dd to Cluster @Delete Server @Web... : | Certification
E; Al Server Documents \Damain Server Mame -~ ETitIe %HnstNaL B @ Registration
A EaniguratiDnE - i. S — ettt . S— - —————— | i

: |« demo = .
:E: Ennnectlnns YTy — STl - ﬁd Folicies
7| Programs = e
1| External Domain Metwork: Inf > @ Hosted Org
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Creating the ID Vault

eSelect from right hand "Tools’ menu
-or top “Configuration” menu

eTools - ID Vaults - Create

L]

i I o Toolz

» Cerification
L Registration

s

—
B

0

=
0
]
Lo

bid Server
» 3 DBZ Sewer

i D Waults

Create. .

Pazsword Reset Autharite,..
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Creating the ID Vault

Create and Configure Motes ID Yault *Wx

& Motez |D wault iz a secure repozitong for uger |D fles. [t allows pazswords on 1D to be easily changed if uzers
forget them. The Maotez [D vaulk alzo zerves az a backup that provides easy recovery from lozt or damaged D=
For uzerz who run Maotes on multiple computers, the Motes (D vault enzures that all copies of therr 1Dz are kept
up-to-date when any change iz made. Click ¥ for more information about [0 waults.

Thiz tool enables pou to perform the following steps reguired to create a Motes [D vault and make it operational:

Create the Motes [0 wault

Speciiy vault zerver and vault adrmiristrators

E ztablizh which organizations trust the 1D waulk to store wzer Dz [requires certifier [0 access)

Buthornze people or a zelf-service application to reset uger pagswords [requirez certifier ID accessz)

Configure policiez to specify which wuser 1Dz to store ina vaulk

rou mugt use thiz tool to create the 1D vault on a specified zerver and to zelect at least one vault adrminiztrator.
You can perform the other stepz now ar later uzing the [0V aultz - Manage tool or ather method, &ll zelected

stepz are performed when vou click 'Create Wault' in the lazt step of thiz tool. [f you chick Cancel ta exit the toal, it
rerembers your zelection: when pou resume using i,

v Don't show thiz panel again | Mewt | | Cancel

Lotusphere 2010
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Add a name and description for this vault instance

Specify a name and dezcrption for the Mates 1D wault.

Mates |0 wault name

.Demn"u-"ault

Maotez 1D waulk descrption [optional - will alzo be Mates [D vault databasze title)

.The prirnary vault for the demo certifier and related 0L =

The name you specify iz uged to form the kigrarchical name, the databaze file name and the 1D file name for the Maotes 1D vault. The
name can not be the same az any organization or organizational unit. Example; ACMEYault' resultz in the hierarchical wault name
YACMEN ault’, the wault database file name 'acmevault.nzt' and the vault D file 'acmevaultid’. Once the Nates [D vault iz created in
thie lagt step of this tool, pou cannot change itz name.

Step 1of 10 [ Hew > Cancel

Lotusphere 2010 CREATED WITH LOTUS" SYMPHONY
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Setting a password for the |ID Vault

*An |ID vault id is created automatically

-the password you set must be used when Administrators attempt to create
or delete replicas of the ID Vault itself

Create and Configure Notes ID Yault EH B

Specity a pazzword and file location for the sault 1D file.

Wault ID' pazzword

Pazzwond: Werfy:

KOOI [ YOOOOOOOOOOOOOOOOO00

Wault [0 file location

Location... C:MProgram Filesh Bhih. AL atahidzhsaulthdemovaul id

Thiz step obtaing the information ta create the vault [D file. - Specify a pagzword that iz at least eight characters long and that
conforms to secure pazsword rules. Yaulk administrators are prompted for the vault 1D fle and pazzword when they add or remove
replicas of the [0 vault. Making a backup copy of the 1D file iz recommended.

Step 2 of 10 P> Ereviu:uus- | Mest 3':] Cancel j
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eBackup the vault id once it's created and any
time you change its password
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*The Vault ID and Server ID for the ID Vault server
are the 2 keys to keeping your vault and the ids in it
secure
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eKeep both your server and server id secure by
password protecting the server id itself.
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Choosing the ID Vault Replica Server

Create and Configure Notes ID ¥ault %]

Select the Motez 1D wault replica zerver.

Wault server

e el . i Ehange s

Specify the server on which to create the [0 vault. Toreplicate the wault to additional zervers, use the |0 aulks - Manage toal [ater.

Step 3 of 10 - Erevinusl i Mext 7"'1 | Cancel |

*You can specify only one server on initial creation but add

Lotuspnere 2010
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Setting up ID Vault Administrators

Create and Configure Motes ID Yault B B

eYOour name is
automatically added as an
administrator

| T he fallowing adminiztratars can manage the Mates D svaulk. | . .YO u Ca n ad d Othe r
& Doctar Motes/demo : Add or Remove... ..
i [T administrators and

recovery authorities later

Select the Hotes 1D vault adminiztrators.

“ou must zelect at least one Maotes [D wault administrator, You can select user namesz only, not group names. Only wault
adriniztratars can add and remove vault zervers; delete 1D files from a vault, and add and remove other vault administratars. The
waulk adminiztratar names are added to the ACL of the vault database and ba the wault document in the Domino Directony.

Step 4 af 10 - Erevinusj | Mt ?'i Cancel

Lotusphere 2010 (R ) CREATED WITH LOTUS® SYMPHONY
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Adding organisations to the ID Vault

Create and Configure Notes ID Yault

3 Select the organizations or organizational unite of the Maotes (D vault uzers.

Organizations

Select the organizations or organizational units that trust the |0 wault to store their user IDs Yo must have access to the cedifier [D
of each one zo that aYaulk Trust Certificate can be created for it in the Domino Directory. ou can zkip thiz step and perform it laker
uzing the 1D Yaults: - Manage ool

Step B of 10 - Erevinus- i Hewt »| | Cancel -

Lotusphere 2010

oA trust certificate is
created between the
organisation and the ID
vault

*You must use a physical
certifier not the CA process
to do this
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Selectin= certifiers to add
Trusted Yault Organizations E]

Find names starting with: ] ‘ Organizations that trust the 1D wault I
., | idemo I
Ayvailable organizations i
£
Tip: Y'ou can drag and drop hames.
0K | Cancel |

e[ ater on in the process | will be prompted to point to the physical certifier
-The list of certifiers authorised for this ID Vault can be modified later
-You can only store IDs in the ID Vault if their parent certificate is also there

Lotusphere 2010 =
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Users Authorised to Reset Passwords

Specify names that are authonzed to reset passwords.

Lirectons:  |dema's Directony _:J
Bvalable users, groups and semvers Pazzword reset authornty by organization
& Lotuz Motes/Daomino Fault Repl* | s /demo
& Laotug Motes/Domino Smart Up rJ} Droctar Motes/demo
2 mooney, Paul r% G abriella Daviz/demo
& Matez . Doctar rﬁ Faul Mooneydemo
& OtherDomainServers I _ "‘!
ik SMNTEG/demo = | i “warren Elsmoare/demo
2 [¥]  [&dd a

Ayallable organizational unitz

=
|
/P

| <0 Remove ] - E-Emmfe Fram Al

m (| - - Y P - - - (] J S
] rEl=EElVICE MasENand I esel St ar i

On the left, zelect the name of a uzer, group, zerver, or arganizational unit to authorize to reset passwords,

On the night, add the selected name to each uzer organization or organizational unit it will reset passwords for.

FHepeat to give password reset authority bo additional names. & Pazsword Reset Certificate will be created for each authorized uzer,
aroup member, server, and organizational unit, To allow uzers to rezet ther own passwords wzing an agent, select "Self-zervice
pazzword reset autharity' for the uzer name that zignz the agent and for each zerver on which the agent will run. Far more information
an pazsword reset autharty, including authonizing a non-agent zelf-zervice application, click

Step B of 10 -« Erevinus. | Mest Cancel

Lotusphere 2010 y ) CREATED WITH LOTUS" SYMPHONY
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Applying an ID Vault To A User

Create and Configure Notes ID ¥ault HEB

Create or edit 1D vwault policy zettings.

How iz thiz pu:ulin;_l,l ass_igr‘luqd?
" Create a new policy assigned to an organization
(" Create a new palicy assigned to specific people or groups
" Create a new policy assigned to a home server

T Edit an eristing palicy

Thiz step aszignz a vault bo uzers by creating or editing a Secunty Settings document and azsigning it to a policy applied to users. |t
alzo enablez pou to specify help test that uzers =ee when they click the Forgotten Pazsword button, User [De are only stored ina
wault if they are dezcended from an organization or orgarizational unit that has a Wault Trast Certificate in the Domino Directorne. To
zkip thiz step, zelect | will specify a Maotes [0 vaulk policy at another time" and click, et

Step 7 of 10 :-*'fmér.ex;i.-:uus 1 I ﬂ“e:-;t" 3'*1 Cance 1

|D Vault relationships are set up in user policies

-You can configure or edit a security policy when you create the
ID Vault. Or later.

Lotusphere 2010 y ) CREATED WITH LOTUS" SYMPHONY
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ad tesmlt . v au t ettl n : S [X]

= Yerify vour zelectionsz. If the zelections are corect, click 'Create Wault' o commit pour choices. v'ou will be able
I to zave a report of the tasks performed to the clipboard.

YWault configuration to be applied on creation

Mates |0 vault name: s
Dremnohf ault

Maotez |0 vault deschphion:
The primary wault for the demo certifier and related 0L g

Motez [0 vault |0 path:
C:AProgram FileshBM\LotushM otezhD atahids\waultdemowvault. id

Maotez [0 vaulk primary server:
SMT a5/ demo

Motes D wault databaze path:
SBM D WVALLTAD ernoty ault, bzt

Maotes |D vault zemvers:
SHT85/demn

Mates |0 vault administrators:
Doctar Motesddemo

f o

Step 3 of 10 € Previous || Create Y ault I Cancel |

*Click ‘Create Vault' on the summary screen to complete the

DIOCESS
Lotusphere 2010 ') CREATED WITH LOTUS® SYMPHONY
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Creating the ID Vault

EiE

[ el | |
|

*As the ID Vault is created you will be prompted for the
physical certifier and password for any organisations you
specified be used

Lotusphere 2010
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Final Summary Screen

Create and Configure Notes ID Yault 7 | x|

You have succezsfully completed the creation of the Matez 1D vault.

You have succezsfully created the Mates 1D wault 'Demot ault’ -

[t the process of creating the vaulk the following tasks have been run.
Created Motez [0 wault Document
Created Motes (D wault Trust Certificates
Created Motes D vault Pazsword Beszet dutharities
Created Motez [D wault [D file [C:\Program FilezhBMALotuzhMotes\D atavidzh v aulthdemoyvault. d).
Created Motes (D Wault /Dema' ault
Wault databaze path: SMBM_ID VALLT WD ermot ault. nsf vl

&dd vault truzt certificates to the following organizations:
ddemo was successfully added.

Add the following paszword rezet autharibies:
Droctor Motes/demo will be able to reset pazswords for users in organization Sdemo
abriella Daviz/demo will be able to reset paszwords for uzers in arganization /demo
Faul Moonew/demo will be able to rezet pazswards for users in organization Sderno
SMT 85/ demo will be able to zign zelf zervice paszword reset agents
wharren Elsmore/demo will be able to rezet pazzwaords for users in organization Sdemo

| | _'*lj

I Copy to clipboard

Dane

Lotusphere 2010
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tore a Record of the ID Vault Summary
lipboard

P idvault.txt - Notepad -0 x|
' Fle Edt Format Wiew Help
fvou have successtully created the Notes ID wvault 'Demovault'. -

In the process of creating the vault the following tasks have heen run.
Created Motes ID wault Document
Created Wotes ID wault Trust Certificates
Created Motes ID wvault Password Reset authorities
Created Motes ID wvault ID file (C:“Program Files“wIBM“Lotus MoteshDatahidshwaulthdemovault. 1d).
Created Motes ID vadlt SDemovault
vault database path: “NIBM_ID_wAULT“Demovault.nsf

[fadd wault trust certificates to the following organizations:
Jdemo was successftully added.

add the following password reset authorities:

Doctor Motes/dema will be able to reset passwords for users in organization Sdemo
Gabriella pavis/demo will be able to reset passwords for users in organization /Sdemo
Paul Mooney,demo will be akle to reset passwords for users in organization /Sdemo
SWTESdemo will be able to sign self service password reset agents

warren Elsmoresdemo will be ag1e to reset passwords for users in organization Sdemo

vou can find the Notes ID wault document in the Security/ID wvaults wiew of
the Domino directory.

vou can Tind the Notes ID wault certificates in the Security/Certificates/Certificates wiew of
‘{the Domino directory.

vou can make changes to the Notes ID vault configuration by using the "ID vaults - Manage tool’
1Tn the pomino Administrator.

ireminders:

organizations whose users can use this wvault:
vault Trust certificates to establish trust of the wvault for ID storage can be added using the 'ID

leoare whn ran recet nascwnrds - J—
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Verifying the ID Vault Created Correctly

Feople & Eru:uup& Server.. ] Meszaging... ] Replization I Configuration i

i" 1 Server: BNT85fdemo
' H Build W85 M2 08202008 an Windaws 2003 5.2 [ntel Pentiunm

5 CiProgiam FiesBMiLotusiDor || Tile & | Filename & | Physical Path | Fike Fo

= dfc @ -The pr*ir'narj:.waL-J-I.t-FD-rthe dernovaultnef  CAProgram FilezlBh BE (4]
» ) dormino

5 etc
| gtrihome
i help

I _L-iIEM_ID_U.-“-'-.LILT| ||

= mail

[ modemns
[ properties
v E5 mmeval
R
b @ Catalog (2]

|D Vault db with the title you specified will be in the
IBM_ID VAULT directory on the server you selected

Lotusphere 2010 =
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ID Vault Document Created Under Security

People & Groups ] Files 1 SEMVEL.. 1 Meszzaging... Fieplin:atin:nnl Ennfiguratinnl

cerver: SNT85/demo Uss Bivact _ .C ro '

H Build w85 _MZ 08202002 on Windows/2003 5.2 Intel Pertium S ] TR D BIVE

B ﬂ Server |

Bt Hel

E4 Meszaging @ i |
+ {3 Replication Wault Marne \dministration Server \Dezeription

. LDemoyvault ST ooidermo The primary vaultforthe dermo cerifier and related Ol |

< w2 Securty
L2z Certificates
D Y aults
7| Policies
- i Wweh
f@ t anitaring Configuration
. ‘@ Health Monitoning

» E Cluster

= Mizcellaneous
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View of ID Vault Document

El:lit‘n-’ault Clocument @Cancel

ID Vault :/DemoVault

Yault name: Demoault

Deszcription: The prirnary vault for the dermo cerifier and related OLlz
Yault Adrministrators: Doctor Motesfdemao

Yault zervers: SrTERdemn

Fath to Wault: UBRA 1D WAL TDermo ault. net

eAlways user the ‘Manage Vault’ process rather than edit
this document manually to ensure all steps are completed

Lotusphere 2010 =



Lotus knows.

Smarter software for a Smarter Planet.

Managing Vault Admins

Make sure you have selected the
[oEMa Domin| server in the bookmark bar

';]4 ~ DEMO Damain wxk

| B [ -don’t use File - Open Server

— |2
.i Local [Doctor Mates/demo]

T > O Arserer -if you find you have an empty list of ‘Admins’

e to choose from - this could be why

[[5 Metworks

| [ Hierarchy
- [l Felease

m Operating System

[an]

Lotusphere 2010
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Managing Vault Admins

Server: SNT85/demo SNTB5 demo local

Elasic:sl:'u:nrts... l Server Tazks... | Internet Protocaols... ] ATz l kdizcella

Full &cceszs adminiztrators:
t

Adminiztrators: Dactor Motesfidermo
Gabriella Davizidemao b
Faul bMoonewdemo

Databaze Administrators:
t

To add someone as a Vault admin they must first have
Administrator rights in the server document for the ID Vault

server

* This setting caches on the server and without a restart will
take a while to update

Lotusphere 2010
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Managing Vault Admins

*|D Vault Admins can make changes to the Vault itself
including

-adding or removing other admins

-adding or removing certifiers

-creating or deleting ID Vault replicas

*You do not have to give someone ‘Administrator’ rights if
they are simply resetting passwords for users

-They don’t even need access to the user ids or to know the original
user passwords

Lotusphere 2010
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Managing Vault Admins

D Server
2 Current Server Document
T All Server Documents
T Configurations
T Connections
T Programs

1 External Domain Metwork, [nf

» B4 Meszaging
; G Replication
[ Directon
w2 Secunty
~ Lz| Cerlificates
|0 % aults
¥ L& rolcies
o wieh
: @ toritaring Configuration
) @ Health Monitoring
o Fl Cluster

Lotusphere 2010

@Help

_*ID Vault Security document must be selected

:.:} Cerification

Yault Mame \dminizstration Server |Cre
DemoVaulf SNTEE/demo Th
th

2l e

g |

EQ Folicies
Hosted Crg
s ﬂ Server

» 43 DB2Sener

= D Waults

Create.,

bdanage... I

Delete.

Fazzword Bezet Authority. ..
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Managing Vault Admins

Manage Motes ID Yault

Uze thiz tool to manage the Motes (D vault /Demot ault.

Wault management tazhks

E dit vault description

Edit wault 1D password

M anage vault replica servers ,
I Add or remove vault adminiztratars |
~ Add or remove organizations that truzt the swault '

Add ar remove pazsword rezet authonties
Create or edit vault policy zettings

Select each tazk vou want to perform.

> | Cancel

Lotusphere 2010 ) CREATED WITH LOTUS" SYMPHONY
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Managlng Vault Admins

oy e =
"'g }fﬂ e n-:-.i: "‘H-" ﬁ E'—ﬂﬁf
I
!1 Select the Notes (D vault adrinistrators.
i
| iz
T he fallowing adrinistrators can manage the Motes (D wvault,
. i Cerific
r,% Doctor Motes/demo | Add or Bemave. . -
Regist
'I =
b
] ¥ault Administrators
1

Yault administrators

Find names starting with: ]|
i Doctor Motes/derno

&wailable uzers

ﬁ:‘]y Gabriella Daviz/dema
r“)-; Faul Mooney/demo

eAdd or remove additional users as Administrators of this
vault

-Note you can only select from those listed in the ‘'Administrators’ field
of the server document
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Managing Vault Admins

Manage Motes ID Yault

Werify pour gelections. [f the selections are correct; click 'Configure’ to commmit your choices.

Wault Configuration o be Changed

The following administrators will be added faor this wault:
Gabriella Davizdderno

E
- .-.E.r.ex.fi.nus 'iI Configure I .E.énc:e.l
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Managing Vault Admins - Summary Screen

ou have succezsfully completed the management of the Motes [0 wault,

You have succezzfully managed the Motez 1D wault '/Demotf ault’. ___J

I the procesz of managing the vault the following tasks have been run.

Add the following administratars to thiz vault:
abriella D avizddemo was successtully added.

Copy to clipboard

Done
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Verify Admin Change

e|D Vault Security Document

ID Vault :/DemoVault

Yault narme: IDemaovault
- Deszcription: The primary vault for the dermo cerifier and related Ol
I Vault Administrators: Dactar Motesfdemo. Gabriella Davisidemao I
Yault servers: SKTER/demo
Fath to Yault: HBR_ID WAL TIDemotault.net
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Verify Admin Change

Access Control List to: The primary vault for the demo certifier and related OUs B R
3 :
= | Basics
% Holos Feople, Servers, Groups IShn:uw Al _1] User lupe | Person il
Default- Acces:  |Manager ol
E—ﬁ Lo ANONYINOUE v N
: Doctor Notes/dema i S
e@ Advanced - v [elete documents

 [abriella D avizddemno

{ -:::\‘.._.: -

L= B R L= [ o

B LocalD omainddming
[l LocalDamainS ervers
[l OtherDamainS ervers
[l sWTa5/demo

e|D Vault ACL
-Default is Manager without the role ‘Auditor’

[Eofal TelaeraEd Ve s

i <] =] %] =] <11
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Adding other organisations that trust the vault

il Use this toal to manage the Notes 1D vault ADemat ault.

Yault management tazks

Edit wault dezcription
Edit wault ID' pazzwaord
kanage wault replica servers
Add or remove vault adminiztrators
i S—
Add or remaove pasaword rezet authorities
Create ar edit wault policy zettings

Select each task vou want ta perfarm.

Mt ?""i Cancel |

A Vault can only store user ids if it holds a trust certificate
for the parent certifier of that user
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\dding other organisations that trust the vault

Manage Motes ID ¥ault

|

Select the organizations of organizational unitz of the Mates 1D vault ugers.

(rganizations

H H

2, Ademo
2, AukAdemo
2, A5 dema

of each one 20 that a Vaulk Trugt Certificate can be created far it in the Dormino Directon.

||||||||

[=€  Previous

M et

Select the organizations or organizational unitz that truzst the 1D vault to stare therr user 1Dz You must have access to the certifier 1D

= Cancel |
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Adding other organisations that trust the vault

Manage Notes ID Yault B R

Yerify pour gelectionz. [f the selectionz are correct, click 'Configure’ to commit your chioices.

Wault Configuration to be Changed

Wault truzt cerbificates will be added to the following arganizations:
Auk.Ademo
AUS Ademo

" - .> | |
=L Previous || Configure I Cancel
|
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Adding other organisations that trust the vault

Choose a Certifier 7 | %]

Choose a certifier for Auk./demo

Certifier 1D | iE:HF‘rngram Files\BM\Lotuz'\Motez\Da

oK, Cancel -1

Lotus Notes B

Certifier M ame A5 Ademo

Certifier
-'1:';. ﬂ 'E . pazzward:

k. Cancel m
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Adding other organisations that trust the vault

Manage Notes ID ¥ault [ x|

You have succezsfully completed the management of the Motes |0 vault,

You have succezsfully managed the Motes (D vault 'YDematault’, ____J
[ the processz of managing the vault the following tasks have been run.
Add wault truzst certificates to the following organizations:

Aukddermo waz succeszfully added.
A5 demo was succeszshully added.

Copy to clipboard

Cone
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Configure Password Reset Authority
(DHelr 5[] Certication

|"u-"au|tName Adminiztration Server |DE B Reqistration
KD ernoVault SNTE5/demo TH . = ..
thi [.»-?.I_I:l Folicies

hlarnage...
Delete...
I Fazsword Feset .-i'authcnrit_',-.f...l

eConfiguration Tab - Select ID Vault Document under
Security

-Tools - ID Vaults - Password Reset Authority
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Configure Password Reset Authority

Authority To Reset Passwords E

Byailable users, groups and servers Fazzword reset authoriby by organization
= Adrinistration Bequests e a4 [ fdema
2 Daviz , Gabriella = & Doctor Motes/dema
2 Daviz . Tim i Gabriella Davis/demo
2 Elsmore ., Warren r.“j:. Faul Mooney/demo
2 LocalDormainddming @ SMTE5/demo
% LocalDamainServers [ | i Warren Elsmore/dermno

r_:?':. Juk/demo
% NS demo

-
-
-
(m
[

£l

Ayailable organizational uniks

Vil uk A demo AddToal 2
i *AUS Ademo

| Sel-Eevine passord reset autnafity

O the left, zelect the name of a uzer, group, server, or organizational unit to authorize to reset passwords.

O the right, add the selected name to each uzer organization or organizational unit ik will reset paszwords for.

Hepeat to give paszword reset authonty bo additional names. & Pazsword Reset Certificate will be created for each authaorized uzer,
group member, server, and organizational unit. To allow uzers to rezet ther own passwords wusing an agent, zelect "Self-zervice
pazzword reset autharity for the uzer name that signs the agent and for each server obowhich the agent will run, For more inforrmation
on pazsword reset autharity, including authorizing a non-agent zelf-zervice application, click 7

Mext = Cancel
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Configuring for additional certifiers

Authority To Reset Passwords H B

Specify names that are authonzed to reset passwords.

Directory: jdE-'ITII:I'S Directony _:J
Avallable users, groupz and servers Pazzword reset authority by organization
& Lotus MotesfDomino Fault Repl™ | 2 Ademo
leatiz blotesiDoraing Seaart Up i Doctor Notes/demo
B igaiey. Paul | i Gabriella Daviz/demo
2 Motes, Lloctar ' r’% Faul Mooney/demo
& OtherDomainServers [ @, SMNTE5/dema
A SNTS5/demo = b Wwarren Elsmore/dema___
Al | 5 Add o 155 Aukddemo

[s'}} Doctor Notes/demo

Ayvallable organizational units r’% S e e

f&)h =4k Adernio - fdd T Al | _ﬁ‘} A5 Adema
n';‘:i’-an U5 dermno A Paul Mooney/dema
<o Remove | Hemove From All .
[T Self-service pazsword reset authority,

Cn the left, zelect the name of a uzer, group, =erver, or organizational unit to authonize to reset passwords,

On the night, add the selected name to each uzer organization or organizational unit it will reset passwords for.

Fepeat to give paszword reset authorty to additional names. & Pazsword Reset Certificate will be created for each authaorized uzer,
group member, erver, and organizational unit, To allow uzers to rezet their own passwords wzing an agent, zelect "Self-zervice
pazzword reset authanty' far the uzer name that zignz the agent and for each zerver on which the agent will run. For more information
on pazsword reset autharity, including authorizing a non-agent zelf-zervice application, click

Hest 3'*; |  Cancel
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Configuring for additional certifiers
%

You have authorized a self-service password reset application for organization fdemo For a server name,
! E If the application is an agent, vou have selected a server on which ko deploy the agent,
woll musk also give "Self-service password reset authority' bo the user that signs the agent.
Click, Yes to continue or click Mo to return to the previous window and make changes,

O] we |
ot eset sl by b poveprsieon *|f you are planning to use an application for auto
3 5 I— processing password resets you will need a server
& Gabiola Davis/demo___ authorised as ‘Self Service Password Reset
‘@f: e | Authority’ and also an agent signer
Slla e -In this example an agent running on SNT85/Demo
B 2 e and signed by Paul Mooney/demo can process
o | & AUssdemo requests

f:% Faul Mooney/demao

: - s T e
ITiCIE | Hemoye Fron
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Complete Configuring for Password Reset Authority

Werify pour selections. [ the selections are correct, click 'Configure’ to cornmit your choices.,

|

Wault Configuration to be Changed

T he tollowing pazsword reset authonties will be added:
Faul Moonep/demo will be able to zign zelf zervice pazzword rezet agents
Doctor Motes/demo will be able to rezet passwards for uzers in organization duk./demo
Warren Elzmoreddemo will be able to rezet pazswaords for uzers i organization Auk/demo
Faul Moonep/demo will be able to rezet pazswords for users in organization /U5 Ademo

Lotusphere 2010
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Complete Configuring for Password Reset Authority

Chooze a certifier far /U5 dema

i Cetifier 1D... J iE:hF‘rngram Filez\ B MMLatushDominotd

oK | Cancel

Lotus Motes %]

Certifier Mame A5 Ademo

Certifier

paszword: A AR Y A H IR DRI A IH DV OH N,

k., . Canicel
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Setting up a Policy to use the ID Vault

ID Vault Security document must be selected
Select Tools - ID Vault - Manage

eConfiguration tab - Policies
-Tools - Policies - Create

Jj, Server | -
. Hel r_ Arieiar
] Current Server Docurment @ i 7 __ Sl
_j All Server Documents Wault Marme \Administration Server :DE 2 @ Reqgistration
T Configurations [Demovaul SNTaES/dermn TH B —
| Connections tHd M Folicies
T Programs i
T External Domain Metwark Inf 2 Hosted Org

- BY Messagin —
= Aok s ﬂ SEerver

o 3 Replication (| sl

_m] Dhirectory > % DBZ Server

w2 Securty .
: i Certificates - 1D Yaults
=il 10 aults

ﬂ Policies Create. . :

S Web kanage... I
: @ t oritaning Configuration Flaliis.
y "@ Health bMonitoring _
P Cluster Fazzword Bezet Authority. ..
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Create or edit vault policy settings

e|f you work with policies you can create the security policy

outside of this process
Manage MNotes ID Yault | %}

Ilze thiz toal ta manage the Mates [0 wault ADemod aclt,

Yaulk management tasks

Edit wault dezcription

Edit wault 1D pagsword

M anage wault replica servers

Add ar remove vault adminiztrators

Add or remove arganizations that trugt the vault

I EEE ar remoye FIESSWD[: rE-'SE-': EIL.IEEEIIITIEIE-'S!

Select each tazk vou want to perfarm.

MNext ™ Cancel
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Select the type of policy to create or edit

Create or edit 1D wault policy settings.

¥ Create a new policy assigned to an organizatiore

(" Create a new palicy assigned to specific people or groups
(™ Create a new policy assighed to a home server

(" Edit an existing palicy

Thiz step azsignz a vault to users by creating or editing a Secunty Settings document and aszigning it to a policy applied to uzers.
alzo enables you to specify help text that uzers see when they click the Forgotten Pagsword button, User [Ds are only stored in a
walllt if they are dezcended from an organization or organizational unit that has a WVault Truzt Certificate in the Dommino Directany.

= Previous Mext D= Cancel
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Which certifiers are associated with this policy

Create or edit [0 vault policy sethings.

Select orgarzations to which thiz policy will be azzigned.

2, S dema
2, fuk/dema
2, Adema

Select the users' organizations or organizational unitz that will uze the D vault, IF an organizational policy does not exist for a
selected organization, one iz created and a Security Settings document that includes the 1D vaulk zettings iz added. |f a selected
arganization already has an organizational policy, a Secunty Settings document 12 added or updated to include the (D wault zettings.

= Previous Mext = Canicel
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Setting up a user prompt

*This is what the user sees when they select ‘Forgot Your
Password’

-You have & ines o write ana can also use HTML to point to a link or

button

Fleaze enter the help text that will be dizplayed to the user
az part of the pazzword prompt when they have forgotten
their paszword.

Call the helpesk on #3700 where pou will azked to :_j
confirm vour identity, Or click below.

£a href="http: L acme, comdpreset' > Resetd fax :_j

l. k. I I Cancel !
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Verifying policies

.-i‘u:Id Folicy Eu:Iit Folicy @Delete Falicy

¥ Folicy Mamespace
! # Drganizational Policies
# demo
| | *Iderno
: # uk
| A *ykidemno
‘ U5
l A Sidemo

Policy : */demo

Folicy name: *fdemno

Folicy tvpe: Crganizational
Deszcription: Yault policy for Dermo’ault
Categon:

Reaistration:
Setup:
Archiving:
Desktop:

Securty: CemovaultyaultSetting
fl il

Create Child

e These were created automatically by the Manage ID Vault

Process

-You could create and manage them manually
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Adding an HTML link in the forgotten
password help text

1. The link must be a full HTML link, including

the tags Security Settings :DemoVaultVaultSettingd
2. The tags are case sensitive, you must use  Basics | Password Management | Execution Control List | Keys and Certficates | 5
upper case.
3. The target for the link must be enclosed in = il
" Ssignied vault Demoiault
qUOte CharaCterS ( ) Forgotten password help text
4. The link must be the last part of the custom
message. If you include the link in the middle of
the message, any text after the link will be Enforce password change after password Yes

has baen resst

discarded.
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Editing an ID Vault Security Policy

Security Settings :DemoVaultvVaultSettingd

Baszics ! Fazzword Management ; Execution Control List ] K.evs and Cerificates ] Signed Plug-ins | FPortal Server i D W ault ] C

Azzigned vault: IDemotault [T Don't setvalue "

Forgotten password help texdt: Call the helpezk on «3100 where you T Don't zetvalue r
will azked to confirmm vour identite. Or
click below. <a
href="http:hwwee. acme. comiprezs et >R

esetsfaz
Enforce pazsword change after pazsword Yes [T Don't setvalue [
has been rezet:
Allow autormatic 1D downloads: Yes [T Don't setvalue ™
Allowe |0 dowenloads tor | days B Don't setvalue I~
[ haours
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Automatic ID Downloads

*Enabling ‘Yes’ for automatic ID downloads means an id is downloaded
to whatever clients need it with no limit on the number of times they can
be downloaded

-If you know that a user has only 1 pc to work on then you can limit this
by choosing ‘no’” and setting a number of downloads per user

*You can also control how long after an id change can that id still be
downloaded

-If you restrict it to 1 day then after than one day the id will no longer
automatically download

*You can present a customised message to the user explaining that their
updated id tried and failed to download and why
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Limiting the number of ID downloads
Set D Download Count I

C
The Motes ID vaulk is set For unlimited ID downloads, Ta limit the number of ID downloads,
-, ol must set '@llow automatic ID downloads' fo 'Wo' in the 'TD Waulk' tab of the policy settings document,

eDomino Administrator - People and Groups Tab

-Select a Person
-Tools - ID Vault

Sek User's ID Download Count

—=1| Uzethiz tool to zet the uger's D 0
=1 i download count,

User name:  Paul Mooney/demo

] 3 1D download(z] will be allowed for thiz user.

[f you haven't set the policy to allow unlimited downloads
you might want to restrict how many times an updated id can
be downloaded
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Extracting an ID from the Vault

eDomino Administrator - People and

User whose D Ale should be extracted fromn the wvault: G ro u pS Ta b
Faul Mooney/dema -Select a Person

Mame of the Mates 100 vault from which to extract the 1D:

-Tools - ID Vaults - Extract ID from Vault

j.-"D ernot ault

pdesword for the 1D to b 4 | . . .
Eferiani bt b ivte ety | ~The password you will be asked for is the user id password
! not the vault password

014 | Cancel !

-[Auditor] role in the ID Vault ACL allows the id to be extracted
without requiring the user password

-SECURE_DISABLE AUDITOR=1 disables the Auditor
feature from that server
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ID Vault Logging and Events

People & Groups l Fi|E-'3Ii SEVET. . I Meszaging... l Replcation ] Configuration ]
Statusli Analyziz |IM|:|nitcuring ] Statistics i Ferformance ] v

£ Server: SNT85/demo E
% Build W85 k2 08202008 on Windows 2003 5.2 Intel Pentium o hpialias
. &[5MTES's Log| o
& Catalog (8]

@ Adriniztration Reguests
E’( Dromino Dromain Monitoring
E * Domnine Configuration Tuner

Activite...

Find Server..,
Decormmizsion Server..
iJpen Fault Reports...
- Open Domain kMonitoring.
I‘-.-’ault Security Log... I

*Review all Vault activity for a date range

eDomino Administrator - Server Tab - Analysis
-Tools - Analyze - Vault Security Log
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Deleting IDs or Marking Them Inactive

I1ze thiz tool to delete users and their azsociated data from your oK
@ Domino domain in the background uzing the Administration
Procesz. e ] ]
Selected: demao's Directony [names.nsf] on SHTE5/demo | ¢ D eletl ng a n I D Sto red In the Va u It

e ld:auIMnDne:.-"demc: o Can nOW be part Of the “Delete
m . | Person” process
[ ﬁ;iete the mail databaze on the user's home server. . ] .
I* Deete et il bessnvens eDeleting the id removes it from
W_hat_shclull:_l ha_ppen ka th_e_ userfs_l[ﬁl in _the 1] w_wault? the Va u It

R e e e -Marking it inactive leaves it in the
vault but inaccessible

O ptional:

Add deleted user ta Deny Access Group: | Groups ]

<Mo Deny &ccesz Group selected or avallable: |

[ Delete uzer's Windows account, if existing.
[ Delete uzer from this D'oming Directony immediately.

The Adminiztration Process will not delete these uzerz' mail files.
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Deleting an ID Vault

D Serer
2 Eﬁ tessaging ‘ault Marme [Adrninistration Server Description |2 @ Registration
st Fieplication Demaault SMTES/demo The primaryvaultfor | — -
> [l Directory the dermo cerifier - &_l Folicies
v w0 Secyrity ' o
2] Certificates 7 Hosted Org

!E;:ﬁ D Waults I
v [543 Policies ' 7 ﬁ Server

;i Web e % DEZ2 Server
. 'ﬁ;} td oribaring Configuration = =
&2 Health Moritaring - 1D Vaults
; .Iﬂ, Cluster _'Cree;tew
o Mizcellaneous
T Licenses hanage...
Z& Holidaps Delete... I

Pazsword Reset Suthority...

eSelect the ID Vault document in Administrator
o|f the vault is a replica choose ‘Manage’ and then "“Manage Vault Replicas”

o[f it's the primary ID Vault then choose ‘Delete’ from the ID Vaults menu

-Make sure you have removed all other replicas via ID Vault - Manage -
Manage Vault Replicas first
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Deleting an ID Vault

*Enter the password for the ID Vault when prompted

The ID Vault is deleted by the server
-If the database is open the ID Vault will try to delete it later

-It will try once a day
-“show idvaults™ on the server console will also force a retry
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Deleting an ID Vault - What Happens

*The database in the IBM _|ID_Vault directory is deleted

eDeletes all Vault Trust Certificates for the vault from the Security -
Certificates view of the Domino Directory.

eDeletes the vault document from the Security - ID Vaults view of the
Domino Directory.

eRemoves the vault name from all Security Settings documents that
specify it.
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ID Vault Problems or Status
*On server console type “sh idvaults”

@ sNT85/demo: Lotus Domino Server

e

» szh idvaults

ID Vault sDemolault (IBM_ID_UAULT“DemolUault.nsf>
Control Uault Mame: Demolault
Control Uault Servers: SHTBS./demo
Yault Operations Key: U0—wgjx—hsia SNIB85/-Demolault
Servers: SHTBS.demo
Pault Hame: sDemolault
Dezcription: The primary vault for the demo certifier and related Ols
Administrators: Doctor Motes demo
Administrators: Gabriella Davis/demo
Servers: SHT85./demo
Administration Server: SHTBS./demo
sdemo trusts this vault
U5 sdemo trusts this vault
suksdemo trusts this vault
sdemo trusts Warren Elzsmoresdemo to reset passwords
sdemo trusts SHI85/demo to reset passwords
sdemo trusts Pawul Mooney~sdemo to reset passwords
sdemo trusts Gabriella Davissdemo to reset passwords
sdemo trusts Doctor MoteszsAdemo to reset passwords
sUSAdemo trusts Tim Davissdemo to reset passwords
ZUSsdemo trusts Paul Mooneysdemo to reset passwords
suksdemo trusts Warren Elsmoresdemo to reset passwords
suksdemo trusts Doctor Motessdemo to reset passwords
Setting DemolaultlaunltSetting wuses this vault
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Resetting Passwords
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User Interface When Forgetting Their Password

Lotus Motes B 0
User name: Droctor Notes/demo :J
I/ff |r ‘ S22 Faszword:
\_B | At location: O nline | :_j

Call the helpezk on 3100 where pou will azked to confirrn your identity, Or
click below.

<a hiret="http: £ dvaen acme, comdpreset’ > Resets fax

Log In E it
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To reset a user password as an authority

eDomino Administrator - People and Groups Tab

-Select a Person
-Tools - ID Vaults - Reset Password

Serer: SNT35/demo
Buld W85 M2 08202008 an Windows 2003 5.2 Intel FPentium

() Domino Directories .-'-‘u:||:| Fersan Eu:lit Fersan Cu:np_%_.f to Perzonal &

' []:II dermo's Directony

%PEDDE _ Marme -~ Telephon
s Groups T | : . T
Dawviz, Gabriella
.f_'% Mail-ln Databases and A

Daviz, Tim
Elzmore . Warren
booney  FPaul
Motes , Doctar

F A Folicies
-* ﬂ Diynaric Policies
ﬂ by PersondGroup
&7 by Category
- = Settings
L2z Certificates
@ Al Language [nfo
-’m Dieny Access Groups
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To reset a user password as an authority

Reset User's Password B R
= o} |lse this tool bo reset the uzer's e T Password Reset x|
pazzword.
[ L]
[ Cancel l‘) The password For user Paul Mooneydemo has successFully been reset,
S
Username:  Faul Mooney/demo ! Bandom Passward ' R

Fazzward rezet and notification

Howw to natify:

5]

Mew passwiord: creFzBZ

Lonfirm new password: |- 7+FziEZ

*\\Vhen resetting a user password you have the option of
-Notifying the user in person

-Emailing an encrypted message to their Manager with the
password enclosed

Once you've reset the password the user can use this new one
to login
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Autoprocessing Reset Password Requests

A sample password reset application is available on the server
-open pwdresetsample.nsf

-set -Default- to Editor in the ACL

-set whoever is to be the agent signer as ‘Manager’ in the ACL
-sign the agent with the ‘Manager's id

*Put a copy of the database on any server you want to enable password
reset on

-These needn’t be ID Vault servers but they must run HTTP

eEnsure the agent signer has the right to run restricted lotuscript agents on
those servers

-That setting is in the server document - security tab
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Autoprocessing Reset Password Requests

eEach server id the database is installed on and the agent signer id
must be configured as Password Reset Authorities in the ID Vault

-They must also have the checkbox “Self Service Password Reset
Authority selected”

*To request a password reset the user browses to
-http://servername/pwdresetsample.nsf

% Reset User Password - Web Sample

Enter new password:

Confirm new password;

Reset My Fassword '

-Obviously you need to know your HTTP password to reset your Notes
ID password
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S0 a summary of the good stuft......

*|D Vault means user ids are held securely and encrypted on Domino servers and
not in the Domino Directory or on a file server somewhere

*Since ID Vault downloads the ID for each user as they log in you don’t need to
distribute ids to the desktops for new users

*You also don’t need to worry about ids being kept in sync since ID Vault takes care
of that too

-if the user changes their password or their id it is uploaded to the ID Vault in the
background and downloaded to their other machines when they go to use them

eUser renames and certificate rollovers no longer require any user involvement

*Passwords can be reset by helpdesk people with no access to the ids themselves
and no knowledge of existing passwords
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You know there has to be a BUT......

o|f the user ID is stored in a mail file, the ID Vault can only update that in v8.5.1 or
later

eSmartcard enabled ids can’t be stored in the ID Vault
*A Vault must be contained within a single Domino Domain
eAll users of a Vault must be in that Domain

o|f a client isn’t connected to the network the ID from the vault can’t download so if
they change their password in the office and then work offline at home - their id will
still have the old password until they sign online

o|f you use the CA process the id that is stored in ID Vault on registering a user
doesn’t contain the hierarchical certificate and will not be usable when it downloads
to the workstation on setup

-You need to switch to that user’s id and access the server so the certificates are
updated and a new copy of the ID is sent to the vault
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Mandatory Fix

eTechnote 1381146 published on the 15th April 2009

specifies that 851F3 for Domino 8.5 is a mandatory fix for
those running ID Vault

FP1 for 8.5 also contains several subsequent fixes for |ID
Vault

eor 8.5.1!
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Right - onto DAOS!

eKey Infrastructure factor of ND8.5.x

eRadical change in messaging architecture design
-IBM states you may save approximately 40% disk space
-We have seen 60-80% savings

eThink!.... before you implement
-l will get back to this bit...

You're gonna love this....
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What is DAOS?

eSay it with me...

ot

°|S
eNOT
eShared
eMaill!!!

o:)
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What is DAOS?

eDomino Attachment Object Service

eAttachments are removed from Domino databases

eStored on the File Store
-Body holds a “ticket” referencing the database

eSingle copy stored for multiple identical attachments

-ie when you mail 20 people with attachment - only 1 copy of the
attachment is stored.

-All malil files link to the attachment
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How does DAOS work?

e DAOSManager

-Operates with and beneath the domino server level
-Requires ODS51 and transactional logging

*NLO files (Notes Large Object)
-Format that all attachments are stored in on file system
-‘cause storing them as normal attachments would of been a bit silly

-Encrypted with server key
-You can disable this

-Filename is based on checksum of contents
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How does DAOS work?

eTickets
-References in the body of documents “pointing” to the NLO files

eDAOSCatalog

-Database containing list of all NLO’s and references
-Refcount=Number of times it the NLO attachment is referenced in data

-DAOSMgr looks this up if it needs to
-DAOSCAT.nsf... System application.. won’t open
-When the refcount=0

-There are no references to the attachment anywhere
-i.e. The NLO can now be pruned
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Mythbusting DAOS

There is NO DIFFERENCE to end user experience
-Even users with local replicas

You can have 1 server using DAOS and another server not
using DAOS

-Even in a cluster
-Does not work with DB2 enabled databases

|t operates underneath the domino server layer

-Works with transactional logging
-At some points.... even domino doesn’'t know DAQOS is running!
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How much performance improvement can
| get?

*Disk space?
-t depends....

eType of site

-Small site (single server)
-Massive savings

-Large distributed team site over multiple servers
-Less savings

eType of users

-Technical users tend not to reply with attachments

-Marketing however...... ;)
-Usually, the dumber the better for saving space!
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User Stupidity study : Space saving

100.0 ———

IT staff

Engineers

Finance
Marketing

Attachment Duplicates [ Understand “anykey”
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How much performance improvement can
| get?

*\View index rebuilds
-The update task gains greatly from DAOS
-Less for it to scout through rebuilding views
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The sweet spot

eThe database now has “sizes”

-Logical - the size of the database as if the attachments were in the
database as normal

-Physical - the actual physical size of the nsf

eQuotas use the logical size!
-Yay!

eSee for yourself

Fiename® | PhysicalPath G | FileFomat ¢ | Logical Size & | Physical Size & |
bbuchan.nzf CProgram FilezlBRe B85 (B1:0% 145.105.620 12,320,768
crmiller.nsf CAPragram Files\IBhe BE5 (51:0) 45,366,627 12,320,768
dnotes. nsf CAProgram FilesilBhe B85 (51:0) 214,879,231 12,845,056
ebrill.nsf CAPragram Files\lBhe B85 (51:0) 145,105,620 12,320,768
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Required for DAOS to work...
eFiles running ODS 51

e Transactional logging enabled
eDatabase property for DAOS enabled on mail files

eFile store for storing NLO files
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What | am going to teach you...
eUpgrade the Domino server to ODS 51

eImplement transactional logging(txn) on the server
eImplement DAOS on mail files
e Take existing attachments out of mail files

Run though DAOS interface and commands
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In the beginning...

*The platform...
-SNT85.demo.local

-Windows 2003 RC2 Standard edition
-Loopback adapter installed
-Workgroup

-192.168.1.33

eDomino

-3.5 server

-SNT85/demo

-Domain name = demo

-all passwords = lotusnotes

-10 mail files registered
-0ODS43
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156,160 KB IE
a8,624 KB IE
322,043 KB IE
156,160 KB IE
ag,624 KB IE
a8,624 KB IE
58,624 KB IE
156,416 KB IE
92,925 kK8 IE

In the beginning...

10 Mail files in use....
1.21 GB data in use in mail files

Lotusphere 2010
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welsmare, nst 156,160 KB IE
| Tite® | Fiename & | PhysicalPath® | FileFomat & | Logical Size & | Physical Size & | b
@ Bill Buchan bbuchan.nzt CAProgram Filez\Bk BB (43:0% 164,907,840 158.907.840
G Chriz Miller crmiller.nsf CAProgram FileIBh BB (43:0) 60.030.976 B0.030.976
& Doctor Notes dnotesz.nsf CAProgram FilesBh BB (43:0) 29777162 329777152
& EdBrill ebrill.nsf CAProgram FilezliBlv BB (43:0) 159,907,840 159,907,840
& Eileen Fitzgerald efitzger.nst CAProgram FileziBh BB (43:0) 60.030.976 B0.030.976
@ Gab Davis gdaviz.nsf CAProgram FilegBh RE (43:0) 60.030.976 B0.030.976
@ bl att Wl hite trvehite. nat CAProgram Filez\Bh BB (4 3:0% G0.030,976 B0.030,976
& Paul Mooney pmoonev.nsf  CAProgram FilezIBh BB (43:0) 1RO TES 954 16D 1R 984
S Torn Duff tduff.nsf CAProgram FileIBh BB (43:0) 45158272 85,158,272
E@a Warren Elzsmore welzmore.nsf  CProgram Files\IBhv BB (43:0) 168,907,840 158,907,840
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Phase 1... - Raising the ODS

eStart the Domino server
*Modify the notes.ini
eSave the notes.ini
eCompact the server
Check the ODS
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Start the Domino server

eStart the Domino server.....

*(Go to the services panel in windows
-Start/Administrative Tools/Services

eDouble click on Lotus Domino Server

e LU AL LAsE 1Yl idY LU pJUres. ., "1l gl Lu_dl 2wsLell|

%Lntus Coorming Ciagn... Skarted Aukormatic Local Syskem
%Lntus Croming Sery., .. Aukormakic Local Syskern
E%Lntus Motes Diagno... Performs di...  Skarted Aukomatic Local Syskem
%MESSEHQEI’ Transmits .., Disabled Local Sywskem
E‘ﬁ}l‘ﬂin:ru:usculclz Software ... Manages s... Manual Local Sywskem
ﬁ'ﬂ. Blek | mmme BA-imk—im— = [ P | s R P i e e
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21 x|
Leneral | Log Elni F!eu:u:uver_l,l] Dependencies

Service hame: Lotuz Daming Server

Display hare: ks Domino S erver [CProgramFiles BMLotuzDominodatal

Lrescrphion:

Fath to executable:
"C:AProgram FilezhBMsLotugiDominonzervice.exe” "=C:AProgram Filesh

Startup type: Automatic _:i

Service statuz: Stopped

Start ] Stop i Ealze Eesume ]
You can specifu the start parameters that apply when pou start the service
from here.
Start parameters: !

Q. Cancel Erpmly
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Open the notes.ini on the Domino server
*Go to the domino program directory

*Open the notes.ini file Sorngeonc1 oL avalm

=0
Jdemo=80 300 7 110 110 778 4¢
_DOMIMNG. TIME=0081EDZ480257504
JrnlEnbld=0

*Add the following to notes.ini
-create r85 databases="1

eSave the notes.ini
-Always have a few empty lines at the bottom of a Notes.ini
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Restart the Domino server
eOpen the domino console on the server

eType in “restart server”

e\Wait for the server to restart

11-17-20008 11:56:55 JUH: Java Uirtwal Machine initialized.
11:56:55 HTTP Server: Java Virtwal Machine loaded
11:56:57 H8P Command Manager initiali=ed
11:56:58 HTITP Server: Started
» RESTART SERUER
1117720088 11:57:14 AMgr: Executive ’1’' shutting down. Process id ‘2412’
111720008 11:57:15 Index update process shutdouwn
11172008 11:57:15 Administration Process shutdown
111720008 11:57:15 Agent Manager shutdown complete
111720008 11:57:15 Router: Mail Router shutdouwn
111720008 11:57:16 HEP Command Manager terminated
11:57:16 HITP Server: Shutdouwn
11:57:18 Event Monitor shutdown
11:57:29 Server shutdown complete. Server will restart in 18 seco
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Compact the databases on the server

*Now you have entered the notes.ini parameter
-Ready to raise ODS

eCompact the server - ODS will raise to 51
-Type in “load compact -C” on server

*\Wait for Compact to finish

T 2d R P
1!13!2@@3 =15 ) - Compacting lepurts.nsf {REpﬂlt“ for EHTHEHdemu}
17182008 =H1: Compacted reports.nsf,. BK bytes recovered (B2
11872008 =15 ) - Compacting webadmin.nsf (Domino Web Administrator <BXD
11820088 @1 : Compacted webadmin.nsf. BK bytes recovered <Hx)
1718280088 =H1: Database compactor process shutdown
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Compact the databases on the server

Close and re-launch the Notes admin client
*(G0o to the files tab

eCheck to see the ODS
-Should be at 51

| Tie® | Filename ¢ | PhysicalPath ¢ | File Famat &
'@ Eill Buchan bbuchan.nsf CAProgram Files\IBhe BEE (B1:00
@ Chris biller crmiller.nsf CAPrograrm Files\ Bk BER (B1:00
ﬂ@ Cioctor Motes drnotesz naf CAPrograrm FilezlBh BEE (B1:00
@ Ed Brll ebrill.net CAProgram Filezl Bl BEE (BT1:00
ﬁ@ Eileen Fitzgerald efitzger.nsf CAProgram Filez\ Bk BBE (B1:00
'@ Gab Davis gdaviz.nsf CAProgram Files\ Bk BES (51:00
@ b att White rrvhiite. nsf CAProgram FilegIBrh BEE (B1:0)
@ Faul bAooney pmooney.ngt  CAPrograrm Filez\ Bk BER (B1:00
'ﬁ} Tom Duff tduff.nzf CAProgram FilezlBke BEE (BT1:00
ﬁ@ Warren Elzmore welsmore.nst  ChProgram Filez\ Bk BEBR (B1:00
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Phase 2... -Implement transactional

logging
*WARNING!

-Ensure your disk hardware and array can handle transactional logging
-It is STRONGLY recommended to place transactional logs on
separate array/drives with separate controller

eCircular, Archive or Linear?

-Circular - txn files are reused when they are full (4GB limit)

-Archive - txn files continue to be created as needed - your backup
software should remove them

-Linear - similar to Circular, but no limit on size

eCreate the directory needed
eEnable txn logging in the server document
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Create the directory for the txn log files

*Open your file management software on the server

eSelect the drive/volume you wish to build the destination
folder in

*Create the folder (here we call it txn) on the appropriate
drive (here - c:\)

1 Shorkcuk

"E:l Eriefcase

L Bitmap Image

I\'.E

;i,;| Wordpad Document
Local Disk (T} » =] pich Text Document

Fename
Properties

Cloce =] Text Document

l_'i‘w 2] Compressed (zipped) Folder
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Enable TXN logging in the server
document
Open the administrator client

*Go to the configuration tab
eSelect the server d_(_)cument a_n_d click on the EDIT SERVER

aCt|On f-‘u:ln:l Server EditEewer (
| ID::umain server Mame
" demo
SMHT35/demo

Tranzactional Logging

*Click on the transactional Logging tab
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Enable TXN logging in the server
document

eSet transactional logging to enabled.

Server: SNT85/demo  SNTB5.def ELeywords

Easics! Securityi Forts... ] Server Tasks... | Interne | Poncat I o

Mianal logging: "Disabled =

Cluata enforcement: " Check file size when

5

o It is highly recommended that wou place the log files ona separate drive, Do you wank ko accept the
ﬁ-'r"" default path {logdir) relative ko wour daka direckory?

T T LT COY T LTIV RT T LTI

*Accept the warning
-Remember to check your disk configuration!
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Enable TXN logging in the server
document

*Choose your type of logging.

eSet the maximum log space
-In this case, we just set it to 500MB (minimum)

eSet runtime/restart performance to favour runtime

Th t . t' I Basics i Securityl Ports... i Server Tasks.. i Internet Protocals. l A Tz ! Mizcellar
-1 Nat I1s optliona
Tranzactional logging "Enabled ;=
Log path: ol
Logging stvle: " Circul
Use all available space an = woo & o
log device:
‘ C I " k kdaximum log space: 'r'DD
I C O n S av e .&utomatlcﬂxup of corrupt FEnabled o g
databazes:
Runtime/Festart P :
dna close ' e
performance J
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Enable TXN logging in the server
document

. 11/22,2088 B3:42:53 PM HITP Server: Daily Cleari

.GO to the DOI I ”no CO”SOle 1122 /20A8 @3:42:58 PM HITP Server: Daily Cleari
11222088 B3:43:88 PH  Chronos: Performing hour

Cl811.-22 /2088 B2:-43:83 PH HITP Server: Daily Clearid

11222008 B3:-43:86 PH Chronos: Full text indexs

. 11-22-2088 B3:43:88 PH HTTP Server: Daily Cleari
() I e In R ES I ‘\ R I SERVER 11.,22,20088 B3:43:35 PM  Closed session for Doctoy
1 Documents vead: 2 Documents writte
11-22-2088 B3:44:23 PH One—time fix—up of DDM re
11-22-20608 B3:44:23 PH One—time fix—up of DDH rs
11222008 B3:44:23 PH Cleaning duplicate DDH.HNS
11-22-20688 B3:44:23 PH Cleaning of duplicate DD
ocuments were deleted.

11222008 B3:48:81 PH  Admin Process: Searching

e
> RESTART SERUER

eServer will restart and you will see txn logs being created
where you specified them

-Also DBID numbers being assianed to databases.
’ SMT85/demo: Lotus Domino Server

Lotus Domino <»» Server, Build U85 M2 GHZBZ2H8E. August 20, 2088
Copyright <c? IBM Corporation 1787, 2888. All Rights Reserwved.

Pleaze wait,. creating new transaction logs in directory: CisTHEM-
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Phase 3 - .. Enable DAOS on the server

eCreate a directory where the attachments will be stored

-They are not “just stored” as normal files
-.NLO extension

eConfigure DAOS in the server document
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Create the directory for the .NLO DAOS
files
*Open your file management software on the server

eSelect the drive/volume you wish to build the destination
folder in

*Create the folder (here we call it txn) on the appropriate
drive (here - c:\)
-Use a FAST, LOCAL RAID ARRAY if you can

-Default directory goes under the data directory
-Bad idea IMO! |

7 Shorkcuk

"Ej Eriefcase
L Bitmap Image
'E
TS ;i,;| Wardpad Document
Local Disk (i) ¥ =] pich Text Document

Fename
Fropetties

Close =] Text Documert

lw 2] Compressed (zipped) Foldey
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Enable DAOS in the server document

Open the administrator client

*Go to the configuration tab

eSelect the server document and click on the EDIT SERVER
action i_ﬁu:h:I Server EditEewer II

Diarmain Server Name =

“demno

SHTE5/demo

ail | DAos | T

oClick on the DAOS tab

Lotusphere 2010




Lotus knows.

Smarter software for a Smarter Planet.

Enable DAOS in the server document

oSet the STORE FILE ATTACHMENTS IN DAOS to
ENABLED

E.ewmwords

UK.

Stare file attachments in DADS:  © Enabled 1 Disabled sl

*Enter the size of an attachment (in bytes) that DAOS will
nOt bOther eXtraCting bAinirmurm size of object before T4096

Dlomino will store in DAQS:

e [ R

*Set the DAOS base path DADS haze ath. T CADAOS
*Set the object deletion date  Dearahizctdelztionon 130 days
-This specifies how long DAOS will keep an attachment even if there
are

no referencing documents related to it before it is pruned.
Lotusphere 2010 .| ATED WITH LOTUS® SYMPHONY
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Enable DAOS in the server document

*Click on SAVE AND CLOSE |@Eaveﬂﬁlme |

*Restart the Domino serverb typing in RESTART SERVER

2808 12-49-32 PH Agent Manager started
C)r] tr1€3 (ZC)TTESC)IEB ARS8 12:49:32 PM AMgr: Executive *1’ started. Proces
A8 12:49:32 PM Admin Process: SHI8L/demo is the Ad

Domino Directory.

L2008 12:49:32 PM DAOSMGR: DAOS Manager started
12:49:32 PM HTTP Serwver: Using Web Configuratio
12:49:32 PM Administration Process started

*Notice DAOS loading..

*Type in SHOW TASKS on the console.. .new tasks running

on the COﬂSOIG DAOS Manager EEI‘I[:: Idle
DAOS Manager Prune: Idle

DADS Manager DhDelete: Idle
QHUE Manager !dle
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Phase 4 - .. Enable DAOS for selected
databases

sRemember!

-It does not just have to be mall files
-Does not work with embedded objects

eEnable Full Access Administration
-Or already have manager access to databases

eFrom admin console select databases
eEnable DAOS in advanced properties
*OR.. use a console command to enable
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Enable Full Access Administration

eEnsure you have Full access Administration enabled.

Enable/dizable full access adminiztration mode

Sile  Edit | administration Configuration  Help

) 7 a People & Groups
: Files
] aerver g
DE| Messaging 4
R.eplication
,Ji Pec iConfigurakion

Adrniniskration

J B:[ Full Acces: ;

;JJ - I . Refresh Server Lisk »

) - B add Server To .., k
T é . Remowve Server From .. I*_

- & _“Ei'uat With Server Administrators ¥
P || Folcies

St T oy

Lotusphere 2010
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Select all the databases

*Click on the FILES tab on the administration client
o to the mail directory and select one file
-Hold down the CTRL key and press A

[ Tie® | Filename & [ Physical Path © File Famat &
' @ Eill Eluchan bbuchan.nzf CAProgram Flles'LIEH'u‘ FEh (51:0
'@ Chriz hiller crmiller.nzf CAProgram FilesilBk B85 {57:0)
'@ Croctor Motes driotes. nzf CAProgram FilezilBh B85 (571:0)
'@ Ed Brill ebrill. nsf CAProgram FilezilBRe B85 (5107
'@ Eileen Fitzgerald efitzger.nzt CAProgram Filez\lBhe B85 (61:0)
'@ Gab Daviz gdaviz. nsf CAProgram Filez\lBhe BB (5107
'@ fl att Wehite rriwehite . nst CAProgram FilezilBhe HB5 (51 :0)
@ Faul hooney pmooney.nst  ClProgram FileslBle B85 (5100
@ Tam Duff tduff.nst CAProgram FilezilBke B85 (51:0)
'@ “Warren Elemore welzmore nst  ClProgram FileglBrl BE5 (510}
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(Go to advanced properties

*Right click on the databases
*Select ADVANCED PROPERTIES

Title < = B
2
;ﬁ ........................................ N.E;h,lgqg |__1|'¢:_|_|:|'l" Al ., i Fl=
G fAccmss Conkrol b
S Compsact. .,
o Full Text Index..
o Multi-Dat abase Index, ,,
Gl Acdvanced Properties..

Juntas, .,
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Enable DAOS for the databases

eSelect the SELECT checkbox
eBeside USE DOMINQ A ‘NT AND OBJECT

S E I tV I C E Itze this tool to modify advanced

databaze properties of databazes. ; —

. Cancel
[ C | I C k O n O K Selected: 10 Databazes. 1.1 GB bytes T
Select Enable ar dizable theze properties —
mat
i"" i_ e rnatitanm -_:::;-;-..';-': marks ‘||:|
r i_ :'-:'?!'._-:Z: ate ut -:':-.'-_-='_E 5‘. Afkes F :' ZETNENE .I I:I
€ Clustered server only 1:0
[ ] | e 1.0
[ | | e 1.0
[} s 1.0
[ [ i 1:0
| | [ D 1:0
[ = g 1:0
1:0

v v [z Domino Attachment and Obiect Service

10 databazes proceszzed - O errars.
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Phase 5 - ..Move existing attachments to
DAOS

|f you enabled the database property

-You just need to compact -C (copy style)
-Attachments will move to the DAOS store

-You can enable the DAOS property from the console
-Kill two birds one stone
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Phase 5 - ..Move existing attachments to
DAOS

eRestart the server

*On the console - type in the following
-LOAD COMPACT MAIL\ -c -DAOS ON

*\Watch your console!
-It does not record much of a saving.....

1-24-2008 B1:21:55 PM Compacting mail~pmooney.nzsf (Paul Mooneyl

1-24-20088 B1:22:81 PH Recovery Manager: Assigning new DBIID for C:sProgram Fi
ssIBM“Lotus“Dominosdatasmail“~pmooney.nsf (need new backup for media recoveryl.
1242008 01:22:1 PM Compacted mailspmoonew.nsf. 128K bytes recovered <{1x)
17242008 01 :22:91 PM  Informational, databasze design compression is enabled i
database mailstduff _nsf.

1;%4!2?38 Bi:22:81 PM Informational, DAQS has bheen enabled for database mailsg
uff . nsf.

1242008 B1:22:81 PM Informational, LZ1 iz enahled in database mail~tduff .nsHf

1242008 01:22:01 PM Compacting mailstduff.nsf (Tom Duffl

1242008 01:22:18 PM  Recovery Manager: Aszsigning new DBIID for C:“Program Fi
ssIBM“Lotus“Dominosdatasmail“tduff .nsf <need new hackup for media recoveryl.
1242008 81:22:18 PH  Compacted mailstdwff.nsf, 43K hytes recovered C{1ix)
1242008 01:22:18 PM  Informational, database design compression is enabled i
databasze mailwelszmore.nsf.

i!24KEEEBF31:22:1E PH Informational, DAOS has heen enabhled for database mail>w
smore ..nsf .

1-24-.2088 01:22:18 PH  Informational, LZ1 is enabled in database mail“welsmore
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Look at the files..

Open the admin client...
-Look at the files tab
-Select the MAIL directory

O arw '\—I—I-r-\_

T & | Fiename® | PrysicaPath ¢ | FileFomet ¢ [ LogicalSize & | PhysicalSize & | Ma
@ Bill Buchan bbucharn. nzf CAFrograrm FllesllElhf FEh (a1 :D]l 1451 EIE,EEEI 12,32D,?Eil3
'i;f;;a Chrig biller crmiller.nsf CAProgram Filez\BRk BER (B1:0) 45,366,627 12,320,768
'@ Cloctar Motes drnotes. nsf CAProgram Files\lBk B85S (51 :0) 414,974,231 12,845,056
&= EdBrill ebrill.nsf CAProgram Filesl Bk BE5 (51:0) 145,105,620 12,320,768
@ Eileen Fitzgerald efitzger.nzf CAProgram Files\lBk BBS (5100 45,366,627 12,320,768
'ff;ja Gab Dawvis gdawviz.nst CAPrograrm Filez\ Bk BER (B1:0) 45,366,627 12,320,768
'@ bl att Wihite rriwchite. nf CProgram Files\lBl B85 (5100 45,366,627 12,320,768
'@ Faul kAooney pmoaney.nsf  CAProgram Filesl Bk BE5 (B1:0) 145,367, 7 hd 12,582,912
@ Torm Dhuff tduff.nst CAFProgram Files\lBh BBS (BT :0) B0,171.7492 12,320,768
'i;f;;a Warren Elzmore welsmore.nst  CAFrogram FilesiBh B85 (B1:0) 145,105,620 12,320,768
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Look at the files..

*Open your file explorer client
-Look at the mall directory

Mame = Size | T

] bhuchan. nsf 12,032 KB I

) erniler nsf pozee v ltwas 1.21 GB
"] dntes.nsf 12,544 KB I

| ebrill. msf 12,032 KB I

|| efitzger.nsf zozke 1 NOW... 1718MB
|] qdavis.nsf 12,032 KB I

| ] rwhite.nsf 12,032 KB I

J proconey  nsk 12,268 KB I

] bdufF misf 12,032 KB I

:l welsrnore, nsf 12,032 KB I

-Irish for “‘goodness me”

* NLO files

-Up to 40000 files in a directory
-Up to 1000 directories

-Erao max 40 million .nlo file DAQ
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Phase 6.. - Play with DAOS

*OK - its implemented....
o|_ets look at stuff before we turn it off

ePaul... what happens if you disable DAOS in the server
document now that attachments are already removed?
-Well, DAOS switches to READ mode. Attachments are read from the
file store, but new attachments go into the NSF as normal

ePaul.... can we pull the attachment back out of the file store
and put them back in .nsf files... if we get scared or
something?

-Yes... be patient....(jeesh)

ePaul... what's this pruning thing | have heard about?
-Well, its quite simple really...

Lotusphere 2010



Lotus knows.

Smarter software for a Smarter Planet.

Pruning

*You malil an attachment to 10 people...
-DAQS stores it once

9 users delete the emaill
-DAQOS still stores the .nlo file

e| ast user deletes the email

-DAOS waits a pre-configured amount of time (from the server doc)
and then removes the .nlo LDefer obizct deletion far. " 30, days

-DAOS keeps a table referencing the .nlo attachments to the
documents. Once its “de-referenced” it can be pruned.

*Pruning is automatic, but you can force a prune

-Type in TELL DAOSMGR PRUNE 0
-It will prune any de-referenced “orphan” .nlo files
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Pruning ctd...

*You can tell DAOS to prune everything that is over X
amount of days old

-Bypassing the value in the server document

-DANGER DANGER DANGER

-BACKUPS BACKUPS BACKUPS

-YOU ARE NO LONGER JUST BACKING UP THE .NSF FILES -
HAVE YOU GOT A RECENT BACKUP OF .NLO FILES!!!

*As you can see, | think this is an important bit

*On the console type in
-TELL DAOSMGR PRUNE 7
-Anything over 7 days “de-referenced” will be deleted
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Checking DAOS

ePaul... Can | check DAOS overall and see if its all happy
with everything, like ya know....?

-Well, yes you can...

eType in TELL DAOSMGR STATUS

TELL DAOSMGR STATUS

1252888
1-25-20088
1252888
1252888
1252888
1/25/28088
1252888
1252888
1252888
1252888
1-25-2008
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1252888
1/25/2888
1252888
1252888
1252888

Lotusphere 2010

#2:80:44
A2:AA:44
B2:80:44
B2:80:44
B2:80:44
A2:88:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
A2:A8:44
B2:80:44
B2:80:44
B2:80:44
H2:88:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
B2:80:44
A2:88:44
B2:80:44
B2:80:44
B2:80:44

™M
PM
™M
M
™M
PH
™M
M
™M
M
M
M
™M
M
M
M
™M
M
™M
M
™M
M
™M
PH
™M
M
™M

DAOSHMGR:
threadsShouldQuit
refcount = 1

threadsCreated = 3

Status started
= FALSE

basePath = C:“Program Files:IBM\Lotus“Domino“data™

hazeStoragePath = C:ADAOSN
storagePath = C:xDAOS

prune Interval = 38
maxFilezPerSubcontainer = 480680
maxSubcontainers = 1880
catalogState = SYMCHRONIZED
cataloglersion = 3
catalogMinlUersion = 3

prune InProcess FALSE
pruneStartT ime
pruneEndTime =

FALSE
11252808 @1:58:59 PM
112528088 B1:58:59 PM

FALSE

resyncInProcess
resyncStartTime
resyncEndTime =

dbdeletelnProcess
dhdeleteStartTime
dbhdeleteEndTime =
DAOSMGR: Status completed
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Checking DAOS ctd...

*To check just the DAOS catalog
-TELL DAOSMGR STATUS CATALOG

> tell daosmgr status catalog

11252008 B2:803:489 DAOSMGR: Status CATALOG started
117252888 BA2:803:87 DAOQS catalog status:

11252008 B2 :803:489 catalogState = SYNCHRONIZED

117252088 A2:8A3:87 cataloglUer=zion = 3
1172528088 BA2:A3:87 catalogMinUersion = 3
11252008 B2:803:089 DAOSMGR: Status CATALOG completed
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Checking DAOS ctd...

eTo list databases that are being managed by DAOS
-TELL DAOSMGR STATUS DBSUMMARY

> tell daosmgr status dbsummary
DAOSHMGR: Status DBSUMMARY started
DAOSMGR: List cataloged DAOS databases
Database Mame

«ooram FilessIBM“\Lotusz“Domino“data‘mail~ehrill.n=f
- - 25%Program FilessIBMSLotussDominosdata~lndfey._nsf
e« Program FilessIBMsLotussDominosdatasdpicfg.nsf
-..am FilessIBM“\Lotus“Domino~data*mail~pmooney.nsf
« . .Program FilessIBMSLotus“sDominosdataslndsutr . nsf
e - 2z BM~Lotus~Domino~datashe lpnhe 1p85_client .nsf
-..m Files»IBH“Lotus“Domino“data~mail~efitzger.nsf
« - «rogram FilessIBM“Lotuws“Domino“data~homepage .nsf
-..am Files“IBM“Lotuszs*Domino~data*mail~cmiller _nszsf
-..m Files“IBM“Lotus“Domino“data~mail~welsmore.nsf
« o I BMsLotussDominos~datas~iMotes~helpY@_iwa_en.nsf
- . IBMsLotussDomnino~datasiMotes~helpl85_iwa_en.nsf
e« -gram FilessIBMsLotussDomino“datasmailstduff nsf
e e I BMsLotussDominosdata~iMotes~he lp8B_iwa_en.nsf
...am Files“\IBHM“Lotuz“Domino“data*mail~bbuchan._.nsf
« - -Program Files»IBM~Lotus“Domino“~datascertsrv.nsf
-..ram Files“IBM“\Lotus“Domino“datasmailsgdavis._nsf
« - -Program FilessIBMsLotussDominosdatascertlog.nsf
«.-ram FilessIBM:LotussDomino*data~help readme . nsf
-..gram Files“IBM“Lotus“Domino“data“*dfc~dfclB8._n=sf
e« SIBMsLotussDominos~datas~iMotes~helpb5_iwa_en.nsf
-..ram Files“IBM“Lotus“Domino“datasmail~dnotes.nsf
e o SProgram FilessIBMSLotussDominosdatasadmingd . nsf
«.oram Files*IBM“Lotus“Domino*datamailmuvhite.nsf
-..ram Files“IBM“\Lotus“Domino“data“AgentRunner._n=sf
e« - Program Files“IBM“Lotus“Domino“datascppfhbus . nsf
- . - %IBM~Lotus“Domino~datashelp~helpl5_designer.nsf
.. -rogram FilessIBMS\LotussDomino“datasdbdirman.nsf

State

Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Svnchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Synchronized
Svnchronized
Synchronized
Synchronized
Synchronized

AN EANMEEIEREEAENEEE LR EESEEEE

... Files~IBM~Lotus“Domino“data“iMotez“~Forms85 _nsf
DAOSHMGR: Status DBEUMMARY completed

Synchronized
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Checking DAOS ctd...

eTo list databases that are being managed by DAOS

-TELL DAOSMGR STATUS DBSUMMARY
-t lists summary information for all databases that are DAOS enabled

*You can also get specific information for one database
-TELL DAOSMGR STATUS MAIL\DNOTES.NSF

#» tell daosmgr status mailsdnotes.nsf

112257280008 B2:88:59 PM DAOSMGHR: Status mailsdnotes.nsf started

112572008 BA2:@8: PM DAOQS database status:

1125720008 B2 :@8: PM

117252008 B2:@8: PM Database: C:sProgram FilessIBMsLotus“Dominosdatasmailsdn
otes.nsf

117252088 BA2:-HB: PM Database state = Synchronized

1172520088 B2:@8: PM Last resynchronized: 11724200808 B1:21:28 PH

117252008 B2:@8: PM Ticket count: 61

%1!25!25@3 H2:88: PM DAOSMGR: Status mailsdnotes.nsf completed
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Checking DAOS ctd...

ePaul... what if | wanted to know which .NLO files are
associated with a particular database?

-Well, you can list what NLQO'’s are referenced in the database.
-TELL DAOSMGR LISTNLO ALL MAIL\DNOTES.NSF

-Lists all the .nlo’s that are referenced

*You can also output this to a specific text file

-TELL DAOSMGR LISTNLO -O DNOTESATTACHMENTS.TXT ALL
MAIL\DNOTES.NSF

eNow lets talk disaster...

-Someone deletes the nsf at the OS level

-You do a restore
-You want to check see what .nlo files are missing (if any)

eTo list missing .nlo files
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Continuing with Disasters..

e[ ets say the .nsf was deleted, and a .nlo now cannot be
referenced

-The DAOS catalog now has some mismatches between what it has
listed in the catalog, and what is really there.

-DAOS will not prune any de-referenced .nlo now

*You need to get DAOS to resync its database references
with .nlo files

» TELL DHUEHGR RESYNC
11252808 B2:31:11 PM DAOSMGR: Hesync started

112528008 B2:31:11 PM DAOSMGH: Resync completed
>

scratch

b TELL DAOSMGR REETHE FORCE
12572008 B2:32:81 PM DAOSMGR: Resync FORCE started
172572088 B2:32:-U1 PM Rebuilding the DAOS Catalog.

%132532@@3 B2:32:86 PHM DRAOSMGR: Resuync FORCE completed
Lot
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Continuing with Disasters..

eCan | test this disaster
-Yes, but we don’t have the time in this session.

*The steps to build the disaster test are here:

-http://www.pmooney.net/pmooney/pmooneynet.nsf/d6plinks/
PMOY-7XU8HZ

-Titled “Restoring an attachment a guber deleted when using DAOS
(the manual way)

-Brings you though everything you need

Lotusphere 2010
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Phase 7 - .. turning it off

*Ok.. you want to put the attachments back into the NSF
files

-LOAD COMPACT -C -DAOS OFF

117252008 B2:38:80 PM Informational. LZ1 is enabled in database mailscmiller.n

117252088 B2:38:808 PM Compacting mailsxcmiller.nsf {(Chris Miller

112520008 B2:38:85 PM DAOSMGH: DhDelete =ztarted

112520008 B2:38:85 PM DAOSMGR: DhDelete completed

1172520808 B2:38:82 PM Recovery Manager: Aszigning new DBIID for C:“Program Fil
ez I BM~LotussDominosdatasmailscmiller.nsf <Cneed new backup for media recoveryld.
117252088 B2:38:87 PM Compacted mailscmiller.n=f. 15K bhytes recovered <{1x>
1172520608 B2:38:87 PM Informational,. database design compression is enahbhled in
databasze mailsdnotes.nsf.

lifEEHEEEg A2:38:87? PM Informational, DAOS has heen dizahled for databasze mails
notes.nst.

11252008 B2:38:89? PM Informational. LZ1 is enabhled in databasze mailsdnotes.ns

liHEEHEEEE B2:38:8? PM Compacting mailsdnotes.nsf (Doctor Motesl
11252008 B2:38:11 PM DAOSMGH: DhDelete started
112520008 B2:38:11 PM DAOSMGR: DhDelete completed
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Phase 7 - .. turning it off

e| ook back a_t- the admin client

| — |

| Tite | Flerame & | Physical Path© | FleFomat & | LogicalSize O | Physical Size & | Ma
@ Autosave az_dnotez.nsf  CAProgram Filez\IBh RE 4300 169,082,880 169,082,880
@ Bookmarks (8.5) bookmark.nsf  CAProgram Filez)IBh RA (43:0) 7.077 888 7.077 888
@ Doctor Motes's Log  log.nsf CAProgram FileslIBb BB (43:0) 1,105,820 1,105,920
@ Daomino Administrat domadminnst  ClProgram FileslBh BB (43:0) 3,670,016 3,670,016
@ Feed Content localfeedconter CAProgram Files\IBh RE {43:00 262,144 262,144
@ Headlines headline. nsf CAProgram FilezlIBh BB (43:0) 458752 458752
@ Health Monitoring  dommononzf  ClProgram FilezlIBh BE (43:0) 995,328 995328
@ Java AgentRunner  agentrunner.ns CAProgram Filez)IBh RS (41:0) 327 BRO 327 BE0
@ ronitoring Configur. eventsd nsf CAProgram FilezlIBh BB (43:0) 27,262,976 27,262,976
@ Motes's Contacts names. hnsf CAProgram FilezlIBh BB (43:0) h.7B7.16E h.7B7. 168
@ ServerLoad Setup & namagentnst  ClProgram FilezlIBh BE (43:0) 3407872 3407872
@ Llzer Reqgistration O uzerreg.naf CAProgram FileslBh BB (43:0) 458,752 458,752
i J|bbuchan, nsf 141,824 KB I
A crniller . nisf 44,283 KB
L dnates.nsf 307,456 KB
ebrill, nsf 141,824 KB
. o |efitzger. nsf 44,288 KB
eOr windows ex P |Ore i 44,288 KB

rwhibe, nsf 44,255 KE
prooney, nsk 142,080 KB
Sl tdufF, nsf 75,336 KB
"l welsmore. nsf 141,824 KB

e e B e T o SO = T B T B T B
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Compression and DAOS

Check your compression on notes databases
-Ensure all your databases use the same form of compression

o|f one database uses LZ1 and the other does not

-The attachments will create different .NLO files
-increases the number of .NLO attachments
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DAOS in 851

eSuper cool feature of 851 replication with DAOS

|f server A is replicating with server B
-and they both use DAOS

eServer A will “ask” server B if it has a copy of the .NLO
already

elf NO

-The attachment is replicated as normal and the .NLO is created locally
|f yes

-Only ticket reference is sent... no need for attachment
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Wrap up on DAOS
*BACKUPS BACKUPS BACKUPS BACKUPS

-The .nlo files will be backed up by file system backup
-Backup the .nsf files BEFORE the .nlo files

-(If you backup .nlo files first, you may miss a new .nlo referenced
by the .nsf)

eThink about DAOS and non-DAOS replicas...

-Now you have lots more space, what about the OS
limits on the NSF one?

*\What you save... depends on your business

ePerformance improvements
-disk... iIndexes....
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Thank you...

Paul Mooney
Email: pmooney@pmooney.net
Blog: http://www.pmooney.net

Gabriella Davis
Email; Gabriella@turtlepartnership.com
Blog: http://blog.turtleweb.com
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Legal Disclaimer

*© IBM Corporation 2009. All Rights Reserved.

*The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the
information contained in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current
product plans and strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related
to, this publication or any other materials. Nothing contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations from
IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

*References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release
dates and/or capabilities referenced in this presentation may change at any time at IBM's sole discretion based on market opportunities or other factors, and are not

intended to be a commitment to future product or feature availability in any way. Nothing contained in these materials is intended to, nor shall have the effect of, stating or
implying that any activities undertaken by you will result in any specific sales, revenue growth or other results.

*Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any
user will experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the /O
configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve results similar to those
stated here.

*[BM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International Business
Machines Corporation in the United States, other countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

eJava and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

*Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

*Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, ltanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the
United States and other countries.

*UNIX is a registered trademark of The Open Group in the United States and other countries.

eLinuxis a registered trademark of Linus Torvalds in the United States, other countries, or both.
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