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Smarter software for a Smarter Planet.

Who is this dude?

e Darren Duke

- Technical lead and founder of Simplified Technology Solutions, Inc. (STS)
- From Atlanta, GA (despite the accent — originally from Hartlepool in the UK)
- Been “involved” with Notes/Domino since R3

- Alll do is Lotus portfolio related

« Blogs, websites, etc

http://blog.darrenduke.net
http://mww.TipsInTwo.com

http://www.simplified-tech.com
http://www.planetlotus.org

« “Experience is then name one gives to their mistakes” — Oscar Wilde
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Lotus knows.

Smarter software for a Smarter Planet.

Where did the idea for this session come
from?

« During audits, heath checks, upgrades and training, it became
apparent that some IBM Lotus® Domino® customers....
- Under-utilize policies
- Don't recognize the benefits of policies
- Haven't looked at policies since R6.x
- Find policies confusing
« Or even worse....

- Have never used policies. Shock. Horror. *cue scary music!*®

e S0, this session was created to help you, the Super.Human.Admin to

- Better manage you Lotus Domino environment

- Enhance your end users' IBM Lotus® Notes® experience
- Make your life easier!

- Spend more time on the beach
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Smarter software for a Smarter Planet.

What will | learn? There's a policy for that!
« Just like the Apple iPhone....

- Need to find a clean public toilet? There's an app for that! (no, seriously, there is!)
- Need to get lost in downtown Chattanooga looking for a restaurant? There's an app for that!

e The same is true for Lotus Notes....

- Need to set password complexity rules? There's a policy for that!
- Need to add icons to a users bookmark bar? There's a policy for that!
- Need to enforce spell check and blank subject lines? There's a policy for that!

« With policies

You can make your Domino admin life a whole lot easier
Change settings at a moment's notice

Look like a rock star and get a pay raise*

Accomplish tasks faster and more efficiently
Increase your skill set and show the AD folks that, “yes, we have them too”

*sorry, we can only guarantee that you will deserve a raise, not that you will get one.
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Smarter software for a Smarter Planet.

Two sessions in one!

Well, not quite, but close

First half of this session will cover an example policy, and the common
settings you may wish to apply, from start to finish

Second half will cover what to do if your policies don't seem to work
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Smarter software for a Smarter Planet.

Section 1 — An Example Policy

First, we will create a registration policy that will automatically populate all
the common settings an administrator would enter when registering
new users

Next, we will create a series of policy settings documents to make the
end user experience with Lotus Notes much better

Then, we will create an organization policy and assign the settings. This
policy will be pushed out to all users within the organization

Finally, we will create an additional policy for laptop users so that

Inheritance will be used to reduce the number of setting we have to manage
Their passwords are more complex
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Smarter software for a Smarter Planet.

In the beginning....

When a Domino server is first installed...
All settings are set to their default configuration
No policies exist

You maybe overwhelmed with the possible permutations and options
Some default settings are just plain silly

So, we will take the blank canvas that is the default/initial state and

Create a registration policy to allow a new user to be added by populating only 3 items of
information

Create an organizational policy for a series of commonly enabled settings
To make your life easier

To make the end users' experience much, much better
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Example Policy

Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings
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Smarter software for a Smarter Planet.

Policy Settings - Registration

« Allows you to set common options used while registering a
new user within Domino

« Will significantly reduce the time you spend registering new
users

« Standardize common options across new users

- Internet domain
- Email address format (darren_duke, darren.duke, dduke)
- Quotas and warnings

i
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Smarter software for a Smarter Planet.

Registration Example

Create a policy to register a new user and create a mail file in a
clustered environment

This will allow us to register a new user by entering just 3 pieces
of information

First name
Last name
Password

Other, “common to all new users” settings will be automatically
populated by the policy
Registration server
Password quality
Internet address

Mail server, file and address attributes
Certifier and user ID file information
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Smarter software for a Smarter Planet.

Registration creation

Create a new registration settings document

Open the Domino Directory
Open the Configuration, Policies, Settings view from the navigator
In the Add Settings action, select Registration

Domino Directory (@) 4dd Setings.. | (F)Edit Settings B Delete Settings
. ’ Archiving Marme Description Signed By

=] h’)n Feople £ Deskiop s
L 2 afi Leqistratior
j 2 by Organization __r D Archiving Darren Dukel/STS
T by Client Version Sal i «pired Docs Darren Dukef3TS
i L e 2
= @) Altemate Languages g =riteria Settings
f i Darren DukeSTS
i g7} Certificate Expiration Conneckions ) SHEN S
,_= ; i «pired docs Darren DukelSTS
#- 2] Policies Lotus Travelsr L ettings

& ﬁ?% Groups anm'l-lng ions Darren DukelSTS

rnphion

= & Configuration I}.-' B Y. 1g%
[_:‘D]j ek dezktop Darren DukelSTS
7 hail Settings
e Henr Do mail Darren Duke/STS
i Ej Configurations 7 Reqgistration Settings
i @ Connections Contractor Setup fweb) Datren DukefSTS
. il Frograms Default User Darren DukelSTS
i T External Darmain | I .Eml:-lo_ ea Setup Darren DukefSTS
'_| ) ) 7 Security Settings
e B4 Messaging INET P Darren Duke/STS
3 ¥ Replication
- {ffl Directory
Qﬂ Policiez
Eﬂ Dynamic Folicie
i =] settings
-5 Web
@Jﬂ Clustars
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Smarter software for a Smarter Planet.

Registration creation - Basics

Populate some meaningful name and description
Choose a registration server
Set the internet password

@Save.&(}lose ®Cancel @Inheritance @Enforcement

Registration Settings : LS10 New User Reg

Basics | hAail | IDiCerifier | Mizcellaneous ] Comments | Adminigtration |

Marne: "LS10 Mew User Reg

Description: "Horme sereris Hnstedl_-

Chooze a registration server: ™ Don'tzetvalue [ Inherit [ Enforce
hostedSTS v

Choosze a pazzword quality:

[T Don't setvalue [ Inherit [ Entorce
Strang uzer passward (10) W
W Setlnternet Password [T Don'tsetvalue [ Inherit ™ Enforce
[T Roarning User (before Motes 8.5) ™ Don'tsetvalue [ Inherit [T Enforce
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Registration creation — Mail 1

- Populate mail system

— Lotus Notes, rlght’) I@Save&Close @Cancel @Inheritance @Enforcement
- Choose the (home) mail Registration Settings : LS10 New User Reg
server

Bagics | hdail | IDiCertifier | Mizcellaneaus | Comments | Administration |

- Set the mail template for the
new mail file

Chooze the mail zvstem:

- DGClde hOW the mall flle Lotus Blates [~ Don't setvalue [ Inherit [ Enforce
should be created

Choose the mail server:

- Enter the organization's hosted/STS v ™ Don'tsetvalus LI st
Internet domaln to be used In bdail Template: " mail85.ntf ™ Don't setvalue [ Inherit [ Enforce
the SMTP email address & Create mailfile now [ Inhert i Edfires

" Create mail file in background ™ Don'tsetvalue

- Create an internet address
format

Internet Domain: " simplified-tech.com I Don't setvalue ™ Inherit ™ Enforce

Choose an internet address farmat:

- darren.duke

Firstilame Lastharme A
FirstMame Ml Lasthame . [ Inherit [ Enforce
™ Don't setval L
- ddUKe FI LastMame SRR
Fl k| LagtMarne bt
- darre n_d UKe Chooze an internet address separator:
Haone Lo
Underscore [ Dot detvalis I Inherit I Enforce
_‘F_q.ua!ﬁ_ e 4 |5 -~ : . . i malbeny. t::_._;-
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Smarter software for a Smarter Planet.

Registration creation — Mail 2

We have a clustered environment, so we will select to create a replica of the mail file on
a cluster mate

Select the ACL level for the new mail file owner
Set this to Editor
Enter a manager if you need one
We choose to create a FTI
A quota of 2GB is set R
A warning of 2,000MB is set

Create mail replica’s on: ™ Don't set value I~ Inherit [ Enforce
W &l mail sereer cluster mates
[T Creat il replicas in back d .

PEAIEMALIERIGAR I HALLaraln [T Don't setvalue I Inherit [ Enforce

kdail file owner access:

ot .
Dar'!ager [T Don't zetvalue ™ Inherit ™ Enforce
eminer

hail file rmanager:

*Darren DukeISTSl_;__v_l [T Don't setvalue [ Inherit [ Enforce
¥ Create full text index M Deitratoalie ™ Inherit ™ Enfarce
IV Setdatabase quota [~ Dion't setvalue I Inherit [~ Enforce
"2048 4 ME ™ Don't setvalue ™ Inherit ™ Enfarce
IV Setwarning threshald [ Bonitsatvalis I Inherit [~ Enforce
72000 4 ME ™ Dor't set value [ Inherit ™ Enforce
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Registration creation — ID/Certifier

Check the box to create a Notes ID

We're going to up the key and width to
2048 bits and 128 bits respectively

Set the expire date to 48 months out

i i Registration Setti :LS10 New User R
This will be 48 months from SgisHaton. > ol ew User Reg

When you actua”y reglster a Basics | Mail | IDiCertfier | Miscellaneaus | Carnments | Administration |
new user, not today

Notice no ID storage is selected W Create a Notes ID I Daitsatvalie ™ Inerit ™ Enforce
' .
We'll use ID Vault for this
North .ﬂ.l"m:e'r'ic.ar'l ; [ Inherit I Enforce
85 server i el [ Dan'tzetvalue
8 5 Cllent Public Key Specification:
) Compatible with all releases (630 bitg) :
Cormpatible with 6.0 and later (1024 hits ™ Don't zetvalue I Inherit I Enforce
Password key 'width:
Base strength on BSA key size [T Don't setvalus [ Inherit [ Enforce
Compatible with all releases (64 bits RC2)
Compatible with 6.0 and later (128 bits RC2)
Cenrtificate Expiration Date: .
™ Static Date [ Dontsetvalus [ Inherit [T Enforce
& honths from user creation .
a6, [ Damesatvalis ™ Inherit [ Enfarce
[ In Domina Directary [T Don't setvalue [ Inherit [T Enforce
™ InFile ™ Dan'tsetwalue I~ Inherit ™ Enfarce
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Smarter software for a Smarter Planet.

Registration creation — Miscellaneous

Add any groups than will have the new user added
Setting is complete so click Save and Close

Registration Settings : LS10 New User Reg

Basice | h ail | |DiCertifier | Mizcellaneous | Comments l Adminiztration |

Group assignments:
STS Developers -
(v 8TS Employess
STS Exec [~ Daon'tzetvalue ™ Inherit ™ Enforce
STS Sales
STS Web Site Editors b

Local administrator: © [ Don'tzetvalue ™ Inherit ™ Enfarce

|||
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Smarter software for a Smarter Planet.

Create the Registration policy and add the
setting

Now we'll create a new policy and assign this new setting to it

In the Domino Directory, navigate to Configuration/Policies and
click the Add Policy action

Domino Directory (@) add Policy (F)EditPolicy #®)Delete Policy

cy Mamezpace Description

----- @ Alternate Languages

| & ontracto
| x JSTS Contractor NN

+ [7} Certificate Expiration f o <l
i == g | # Organizational Policies
- [&] Policies =

® 22 Groups

= = Configuration

B | & Palicies

El &7 Dynamic Policies
J Settings

'B #3 Web

Iil.lﬂ, Clusters

H- =2 i
- = Security

—
—
-
-
=
=
—
—
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Registration policy — add the settings

Add a policy name, make it meaningful
Type is explicit
Add an optional category

Select our new registration settings document from the drop down in the Registration
Setting Type field

Save and close
Policy : /LS10 New User on Hosted

Basics | Puolicy &zsignment | Policy Precedence | Comments | Administration |

Policy name: "ILS10 Mew User an Hosted 4 Create Child

Folicy tvpe: " Explicit 1]

Description: 2

Category: "Regy

Registration: ?LS'IDNEW UszerReg 5= e, . |
Setup: T = Mew... |
Archiving: | Mew.. ‘
Dezkiop: | Memw...
Security; T uE flew. .,
hd=il- BT v |
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Smarter software for a Smarter Planet.

Registration policy — time to test!

Remember, the goal is to only enter 3 fields in order to get a new
user registered

Open up Domino Administrator and register a new user as you
normally would

Enter the certifier ID and rlwae_cwnrd

& 5T5 Domain - hosted/STS lﬂ Welcome

Peaple & Groups | Files | Server. . | Messaging... | Replication | Configuration

T3
@ Doming Directonies: -~ & .
- . Peopl
’ C_@ sts's Directory - CD sl
r}}h People Register...

Server: hostedf/STS

Release 8.5.1 an Windaws/2003/64 5.2  Toals

!Chouse a C_ertifier

S b 3% Groups L
Server . | |Fosted!sTS ; “C-%J Ma!l-l.n Databascs o /
s - L& Policies

(%) Supply certifier |0 and password i ["&] Dynamic Policies

R - & by PersonsGi
 Cerifier ... | OO - <. i & by Categary

() Use the CA Process

The 'Usze the CA Process' option allows vou to specify a certifier without
access o the certifier [D fle or certifier passward.

ok Cancel |

;
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Lotus knows.

Smarter software for a Smarter Planet.

Registration policy — time to test!

On the basics tab, select the new explicit policy we just created

from the drop down list

lotusknows.com

:.Register Person --_N_ew Entry

[ advanced

f_j. Basics

Provide name, password and other basic information for the nevs person. T o view/edit additional
registration settings, check the ‘Advanced' checkbox below.

L Registration Server... .' hosted/STS
Firzt name: Middle name:
Pazzword: tail spztem:

Latus Maotes
Fazzword Options...

[ Enable raaming for this person

Create a Motes 1D for this perzon

Last name: Short name:

E=plicit policy:

A neetswr
/L5710 Mew User on Hosted
#5745 Contractor

Policy Synopsis..

Iigrate People...

Fegistration Queue (local)

Irnport Tegt File... '

£

|UserMame -~

~ Reqgistration Status -

DCrate ~

Options... [ Done

[. CREATED WITH LOTUS® SYMPHONY"
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Smarter software for a Smarter Planet.

Registration policy — time to test!

Fill in the following:

First name
Last name
Password

Yes, that is it

i..Regi:ter Person -- New Entry

2 Basics Pravide name, password and other basic information for the new person. T o view/edit additional
= registration settings, check the ‘Advanced' checkbaox belaw.
H “ — i
All the settings from the “LS 10 New User on _ Fegstition Server.._| fostedSTs
” H First name: Middle name: Last namne: Short narne:
Hosted” are applied 2 = = !
LS il L10
T O C h e C k th | S _____ Pazzword: b ail eystern: Explicit policy:
LSWWi"HDCH || Lotus Notes || /L510 New User onHosted e
i Basswnid Dntions ] Organization policy:

[ Enable raaming for this persan

Create a Motes |D for thiz person Palicy Synapsis...
[ Advanced | Migrate People... [ Import Text File.... \/ X
Registration Queus (local):
- Uzer Wame ~ ~ |Registration Statuz - Diate ~
£ 3
Redigter Al Beqister Dptions. .. | Done |

lotusknows.com



Lotus knows.

Smarter software for a Smarter Planet.

Registration policy — success!!!
Check the Advanced check box

Check some other random tabs
In this case Mail
All the settings are populated!

i"Regi:ter Person -- New Entry

And then bask in the time you saved .
* | Lotus Motes v Mail Server... | ‘hosted/STS
_______ Mait o N '
il file_ name: ail file template:
B Address | i Mai [RB.5] |
2 ' Microzoft Office Library (8]
%) ID Infe Mews Aticles [.5]
. = Motebook (8]
Remember to keep your policy updated | & oo Cpaioeis 41
a Roaming Personal Address Book et
. . -~ Majl File Replicaz... | About... | raailes v
When the mail template is updated ST i
M ail filz awner access: Mail file manager:
If you need extra mail file replicas Edior R oo Dkl ST3 h)
[ Create file in background Set database guota in megabptes 2048
Enable full text index Set warning threshold in megabytes 2000
[¥] Advanced Migrate People... Import Text File.... v’ X
Registration Queus (local):
- Uzer Wame ~ Regiztration Statuz - _Date o~
£ >
Regigler I | Begster | | Ceee | [ geens. | | e || Dore |
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Example Policy
Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings
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Desktop settings for end users

Some really useful settings are not enabled by default

We will add this new setting to an existing organizational policy
to apply these useful settings

Again, we need a desktop settings document and a policy
document

lotusknows.com
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Smarter software for a Smarter Planet.

Desktop settings creation

Create a new registration settings document

Open the Domino Directory

Open the Configuration, Policies, Settings view from the navigator

In the Add Settings action, select Desktop

Domino Directory

= ﬁ)n People
+%5 by Organization
> T by Client Version
@ Alternate Languages
_J Certificate Expiration
E:f] & Policies

= ﬁ‘}% Groups

= & Configuration
L-'l Euj Servers

.Ij.lj. All Server Document:
E T Configurations

T Cannections

:‘ Programs

T External Domain Met

<B4 Messaging

- &% Replication

Elj] Directory

2-[&] Policies

Eﬂ Dynamic Policies
: J Settings

@ S el

&]}ﬂ, Clusters

lotusknows.com

Add Setings... " EditSettings @Delete Settings

Archivin TR
Fimeld & Mame =~ Description
Jecktop

Reqistration 19

Mail Archiving

Security Expired Docs

Setup Criteria Settings

Connections i
=xpired docs
Settings

ctions

Lotus Traveler
Roaring
Symphany

~Deswwposwhgs
desktop

# hdail Settings
rail

# Registration Settings
Contractar Setup (web)
Default User
Emplovee Setup

L2810 Mew User Beo Horme serveriz Hosted

# Becurity Settings
INET P/
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Desktop - Basics

Select Enable “Synchronize Contacts” on the replicator tab
New in 8.5.1 (thanks, Mary Beth!)

Lizplay Advanced henus in the WV “es I™ Don'tzetvalue [ Inherit [~ Enfarce
client:

Qpen listiLauncher: “Open button 4= Don't setvalue w| [ Inherit [~ Enfarce
Enable "Synchronize Contacts”on W Mes St ivitial alis w | [ Inherit [T Enforce
the Replicatar:

Specify the URLthat accessesthe [T Don't zetvalue [ Inherit [T Enforce

Protector server:

lotusknows.com 2% | CREATED WITH LOTUS® SYMPHONY"
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Desktop — Preferences\Basics

- Enable autosave
- Autosave every N
- LockID

lotusknows.com

Desktop Seitings : LS10 Deskiop Settings

Baszics | Smart Upagrade | Applications | widgets | Dial-up Connections | Accounts | Marme Servers ] 551 | AppletSecurity] Proxies ] ail | Prefe

Easics | Miscellaneous | wind o Management] Regional Settings | Internet | I ail | Instant Meszaging | Replication ] Metwark Ports | Farts and

lcon color scheme: 2 ]
Empty trazh folder: T aE
Scan for unre ad: T
Save state on exit: T aEl

Enable AutoSave:

AutoSave every M minutes:

Lock 1D after M minutes of

inactivity:

Enable scheduled local R
agents:

CREATED WITH LOTUS® SYMPHONY"

Don't setvalue

Don't setvalue

Don't setvalue

Don't setvalue

| Setinitial value

| Setinitial value

| Setinitial valus

Don't setvalue

B

B

B

B

B

B

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

™ Enfarce

™ Enforce

™ Enfarce

™ Enforce

™ Enforce

™ Enfarce

™ Enforce

™ Enforce
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Smarter software for a Smarter Planet.

Desktop — Preferences\Misc 1

- Enable right-double click

- Process print in background

. . . Deskt Setti - LS10 Desktop Setti
- Retain view column sorting i dRaatls PP

- Enable MS Office SendTo

Basics | Srnart Upgrade | Applications | ‘Widgets | Dial-up Connections I Accounts | Name Servers | == | Applet Security | Proxies ] kA ail | Preferences | Ch

Basics | Mizcellaneous | Window hManagernent | Regional Settings | Internet| hail | Instant Messaging | Replication I Metawork Ports | Fonts and Colors |

hark documents read when T .Don't S o | I Inherit ™ Enforce

opened in preview pane; —

hake Internet URLs into Hotzpots: © Dion't setvalue w | I Inherit [ Enforce

Testured Workspace: Don't setvalue | T Inherit ™ Enforce

Right double-click clozes window: | Enable | ey Rt v. ™ Inherit [~ Enforce

Enable Java applets: | Don't setvalus | T Inherit [~ Enforce

Enable JavaScript: T Dion't setvalue «| [ Inherit [~ Enfarce

Enable Java access from "= Dion't setvalue | T Inherit [~ Enforce

JavaScript: - -

Enable Pluginz in Motes Browser: © =] Dan't setvalue «| I Inherit [~ Enforce

Enable ActiveX in Motes Browser: © =] Bianieavalie o | [ Inherit [T Enfaorce

Accept cookies: | Don't setvalue | [ Inherit [ Enforce

Dizable View updates az a "= Bignieaivalie o | I Inherit [T Enfaorce

background tazk;

Process Print requests as a Set initial value w | [ Inherit ™ Ernforce

background task: 2

Retain View column sorting: Sutirnimialvalie w | [ Inherit [T Enforce

Enable MS Office 97 SendTo to ™ Inherit [~ Enforce ‘r
! andl: b, — TP - r i oo

Inherit

it
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Smarter software for a Smarter Planet.

Desktop — Preferences\Misc 2

- Enable Compress images pasted into documents

et oy e R ke g il 4| B Dion't setvalue o . inhert . Codiee
currently open windows tabs: — :

Do not promptwhen exiting | ™ Inherit [~ Enforce
Motes, Damina

Designeriddministrator:

Don't setvalue v

Do not prampt when clozing a "= ™ Inherit [T Enforce
document with edited

attachments:

Don't zetvalue W

Compress images pasted into [T Inherit [~ Entorce

documents:

Setinitial value

lotusknows.com



Lotus knows.
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Desktop — Preferences\Mail

- Check for new mail
- Mail checking interval
- Play a sound
- Refresh inbox . _
_ Desktop Settings : LS10 Desktop Settings
- Show anicon

Basgics | Srmart Uparade | Applications |Widgets | Dial-up Connections | Accounts | Mame Servers | SSL | .ﬂ.ppletSecurityI Proxies | kA ail | Preferences |

Basics | Mizcellaneous | "Window Management i Regional Settings i Interneti Mail] Instant Messaaing | Replication | Metwark Ports i Fonts and Colors i

Save sent mail: r 1= Biarikvetssiie «w | [ Inherit [ Enforce
Sign sent mail: T B Dian't setvalue «w | [ Inherit [ Enforce
Encrypt zent mail: T B Dian't setvalue «w | [ Inherit [ Enforce
Encrypt zaved mail: T B Dian't setvalue w | [ Inherit [ Enforce
Check far new mail: Setinitial value w | [ Inherit ™ Enforce
Mail checking interval: et Shvelae o| T Inherit ™ Enforce
Show a Popup: T B Giarikvetssiis w | T Inherit ™ Enforce
Play a Sound: 6= Set initial value w | [ Inherit ™ Enforce
Autarmatically Refresh Inboo: Set initial value w | [ Inherit ™ Enforce

2 Bl ™ Inherit [T Enforce

Show an icon in Systerm Tray: Setinitial value b

|||
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Desktop — Preferences\Network Ports

Set the ports you use to compress
Note, you also have to enable port compression on the server too

Desktop Settings : LS10 Desktop Settings
Basics | Srmart Upgrade |.-’-‘«pp|ic:ati0ns | Widgets | Dialup Connections |.t’-‘«c:counts | Mame Servers | 551 | Applet Securityl Proxies | G ET] | Freferent

Basics | Mizcellaneous | Window Managementi Regional Settings i Internet i flail | Instant bessaging | Replication | Metwork F'Urts] Fonts and Cof

MNETEIOS " Bonitsatvalie w| T Inherit ™ Enforce
Pl S | B te st valii w | T Inherit [ Enforce
TCP iSet value and prevent changes v | T Inherit I Enfaree
WP T B Bontsstvalis w | T Inherit [ Enforce
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Desktop — Diagnostic

Having a Notes client send in NSD reports can be very helpful for troubleshooting client
crashes

(Create and) Select the NSD mail in database

Desktop Settings : LS10 Desktop Settings

Widgets | Dialup Connections |.-’-‘«-:cc-unts | Mame Servers | == | Applet Security | Proxies | kil | Preferences | Comments | Diagnostics | Custom Settings I

Mail-in Database for diagnostic " NSD Mail In =1 [ Don't setvalue [ Inherit ™ Enforce
reports:

Frompt uzerto send diagnostic " Yes =] ™ Don't zetvalue [ Inherit [T Enforce
repor:

Prampt user for comments: es =l [~ Don't zetvalue [ Inherit [ Enforce
kdaximum size of diagnostic "B [~ Don't zetvalue [ Inherit [ Enforce
meszage including attachments

{in k4B

hdaximum size of MSD outputto "2 [ Daon't setvalue ™ Inherit ™ Enforce
attach (in MB):

M axirnurm armount of consaole 10240 4 [T Don't zetvalue [ Inherit [T Enforce
output file to attach (in KB):

Diagnostic file patterns: 1 [~ Don't zetvalue [ Inherit ™ Enforce
Remove diagnosticfiles after a Tes g [~ Don't zetvalue [ Inherit [ Enforce
specified number of days:

Mumber of days to keep "9 [~ Don't setvalue [ Inherit [ Enforce

diagnosticfiles:

|||
I
i
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Desktop — Assign it to an organization
policy

Now we'll create a new policy and assign this new setting to it

In the Domino Directory navigate to Configuration/Policies and
click the Add Policy action

Domino Directory (@) add Policy (F)EditPolicy #®)Delete Policy

icy amespace Description

= ﬁ People
----- 4% by Organization
L= |
j by Client Yersion | *® lnternet pRguword
|

----- @ Alternate Languages

! x JSTS Contractor NN

< Crganizational Policies

|7} Certificate Expiration
- [[#] Palicies
@ ﬁ%{ Groups
= = Configuration
EIDD Servers
[ &1l gerver Documents
El = Configurations
j Connections
= Programs
- T External Dornain Met
'ﬂ B4 Messaging
'Be Replication
IB [l Director
B | & Palicies
El &7 Dynamic Policies
J Settings
'B #3 Web
Iil.lﬂ, Clusters

H- =2 i
- = Security

|||
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Desktop — Assign it to an organization
policy

Add a policy name - make it meaningful
Type is Organizational
Add an optional category to make it easy to understand

Select our new desktop settings document from the drop down in the Desktop Setting
Type field

Save and close

Policy : */STS

1
Bazics | Commants |Administration

Palicy name: ™ Create Child

% 7 = Organizational policies are
Palicy type: Organizational =] implicitly applied to all uzers
Description: ta matching this policy and all of itz
Categary: fy pare.nF policigs. They cannot be

explicitly assigned.

Reaqistration: g 1= Mew... |
Setup: | New...J
Archiving: | e
Desktop: "'LS‘ID Desktop Settings 17 Mew... |
Security: " = Mews... |
b ail: | Mew..
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Desktop — Assign it to an organization
policy

 Notes about what we just did

- We can reuse the same organization policy to push out other settings, i.e Mail,
Archiving, etc

- When a user authenticates with their home server, then new settings will be
pushed down to the client and applied if necessary

- We set most settings to “Set Initial Value” so that end users can change them
if they so wish

I
i

lotusknows.com
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The truth about settings — you need more
than one

“Desktop” is really just one of the trilogy of the settings you want
to implement as standard

The others are “Mail” and “Security”

We will now create a mail settings document and assign it to our
organizational policy
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Example Policy
Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings

|||
!!
i
&
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Mail settings for end users

Some really useful settings are not enabled by default

We will add this new setting to an existing organizational policy
to apply these useful settings

Again, we need a new settings document and an existing policy
document
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Mail Settings Document

Create a new mail settings document

Open the Domino Directory
Open the Configuration, Policies, Settings view from the navigator

In the Add Settings action, select Mail
Add Settings... ™ EditSettings @Delete Settings

Domino Directory

@

ﬁ;n Feople

e 2 by Organization

’ = by Client Verzion

@ Alternate Languages

i [ Certificate Expiration
Ii'l ﬂ Folicies
® 33 Groups
&2 Configuration
: Euj Servers
: EUjAII Server Document:
| Configurations
T Connections

T Programs

: T External Domain Met
'B‘E_?j hezzaging

Ele Replication

'El EI:]'] Directory

- ﬂ Folicies

ﬂ Dwnamic Palicies

£ Web
Iﬂ@, Clusters

- #2 Security

lotusknows.com

Archiving

Mame -
Deskbop
. 108
Reqgistration —
= Archiving
Security :ép.ltre‘.j Dsoc:
Setup titeria Settings
Connections 3
=xpired docs
Lotus Traveler :
i Settings
Roaming e
Symphony [
B — 11
desktop
L510 Desktop Settings
7 hail Settings
mail

# Registration Settings
Cantractor Setup {wehb)
Default Uzer
Emploves Setup

Description

Stuff to zet automatically on Motes clients

L5710 Mew User Req

Home server is Hosted

# Becurity Settings
INET P
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Mail Settings - Basics

Enter a meaningful name and description

@Save&Close ®Cancel @HDWTDAppIy @Inheritance @Enforcement

Mail Settings : LS10 Mail Settings

Basics | hdail ] Calendar and To Do | &ccess and Delegation | Lotusg iMotes ] Client Detection | Cornrme

Marne: "L510 Mail Settings

Description: "Default settings to allow for a better end user experience

lotusknows.com , 2% | CREATED WITH LOTUS® SYMPHONY"



Lotus knows.
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Mail Settings - Mail\Basics

- Disable ownership
Changlng @Save & Cloze | ®Cance| @HUWTD Apply @Inheritance @Enforcement

- Enable spell check Mail Settings - LS10 Mail Settings
- Enable blank SUbJeCt Bazics | M ail | Calendar and To Do | Access and Delegation l Lotus iNotes | Client Detection | Comments | Administration

Warnlng Basics | Letterhead | Follow Up | Attention Indicatars | hessage Recall | Message Disclaimers |

- Enable inbox
ma|nte nance ||— Allow users to change mail file ownership l [ Don'tsetvalue [ Inherit ™ Enforce

- Enter a number of
days for |nbOX Spell-check messages before [Setinitial valus o| T Inherit [~ Erfoice

zending:
removal Warn user about blank message Setinitial valus w | [ Inhetit [~ Enforce
subjects:

w'hen uzer deletes a collapsed I — = Bonktastvalue w | [ Inherit ™ Enfarce
converzation in any view or folder:

When user deletes any document | acp aer I DomEssivalie w | [ Inherit [ Enfarce
inthe sent view:

‘when user deletes a calendar Ask uzerwhetherto remove ordelete % | |Don'tsetvalue s | T Inherit I™ Enforce
document from any view or folder:

Delete documents in user's Trash |48 | Set initial valus w | [ Inherit [T Enforee
folder after how many hours: [E—

Enable mail Inbox maintenance: [ Inherit ™ Enfarce
Remove documents older than [X] ™ Inherit ™ Enforce
days from Inbos

Maximum number of documents " 500 [ Inherit [ Enfotee
to rernove per cleanup: »

Do not remove unread documents T8 [ Inherit [~ Enforce

from Inbox:

lotusknows.com
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Mail Settings - Mail\Attention Indicators

Enable recipient icons
Mail Settings : LS10 Mail Settings

Bazics | Mail] Calendar and Ta Do | Access and Delegation | Lotus iNotes i Client Detection | Comments | Adminiztration ||

Basgics | Letterhead | Fallow Up | Attention Indicators | teszzage Recall | tdeszage Dizclaimers |

= Sendgrqames'l e S | .| e e st lon't setvalue o0 Al
- L4

. veetvalue

1 _I

Dizplay a zolid circle when useris Setinitial value ¥

the only recipient of a message:

b aximurm number of recipients 2 [
for half circle dizplaw: Setinitial value o

Dizplay a half circle when mail iz

sentto no more than the
maxirmurm number of recipients:

Dizplay an empty circle when WV Yes
uszer's name is in the ccfield:

;

—
—
-
-
=
=
—
—
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Mail Settings - Mail\Message Recall

Check with your legal counsel or upper management before
enabling this

It can cause issues with retention policies
| didn't stay at a Holiday Inn Express last night, so don't ask me
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Mail Settings - Mail\Message Disclaimers

If your organization requires this, this is where to set it
You also need to set the server configuration document, too!

Mail Settings : LS10 Mail Settings

Basics ] il | Calendar and To Do l Access and Delegation l Lotuz iMotes ] Client Detection | Comments |

Eagics l Letterhead l Follow Up | Aftention Indicators ] beszage Recall | heszage Disclaimers |

Motes client can add disclaimers: | pizabled o [T Dan't zetvalue

Disclaimer text: " ™ Don't setvalue

hodity

Thiz meszzage iz forthe intended recipient.
You should really visit
hitp:fiblog.darrenduke.net

Dizclaimer text format; Elain Text v I Don't setvalue
Dizclaitner position: Append v ™ Don't setvalue
Multilingual Internet mail: Use Best Match w I Don't setvalue
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Mail Settings - Calendar\Display

Enable display new (unprocessed) Mail Settings : LS10 Mail Settings

nOtICeS Basics | hail | Calendar and To Do | Access and Delegation | Lotus iMotes | Client Detection | Comments | .t'-‘«drﬁ'

Baszics | Dizplav | Motices | Scheduling | Alarmsz | Automatic Processing | Rooms and Resources |

Start of the wwork dayw: |07:00 Ak g Don't setvalue wall

T s T - 0, -  a—
m—

tsk me before deleting calendar [ Yes

andto do docurrents: Don't zetvalue v
Dizplay new (unproceszed)

notices: Don't zetvalue by
Proces: cancelled meetings [ Yes T

autamatically: Don't zetvalue v
Dizplay To Do entries inthe ™ Yes

Calendar: Daon't setvalue bl
Calendar Overlay: "Enabled 4= [~ Don't setvalue

Il
:

—
—
-
-
=
=
—
—
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Mail Settings - Calendar\Scheduling

Change the availability to hours that suit Mail Settings - LS10 Mail Settings
your Organlzatlonls WOI'k day Bagics | Pl ail | Calendar and To Do | Access and Delegation | Lotus iMaotes ] Client Detection | Comrents | Administre:

Basics | Dizplay | MNotices | Scheduling | Alarms | Autornatic Processing l Rooms and Resources ]

Enable checking for conflicts

| Betinitial value v

™ Sunday

¥ Manday [08:00 &1 - D5:30 P |
¥ Tuesday [08:00 &M - 05:30 Ph |
¥ Wednesday [08:00 & - D5:30 P |
¥ Thursday [08:00 A0 - 05:30 Ph |
M Friday [08:00 &1 - D:30 P |

A

Check for conflicts when adding | gatinitial valus v.

appointments, accepting
meetings, scheduling a new

meeting:
Mote az a conflict if entry oocurs [ “Yes
outzide of uzer's available hours: Dion't zetvalue o
For new meetings, the Scheduler  Schedule details for each participant
initially shows: " Suggested besttimes for meeting Dan't setvalue o
Show 24-hour scheduler: [ ‘es

Don't setvalue .

;

—
—
-
-
=
=
—
—
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Mail Settings - Calendar\Alarms

My pet peeve, and one of the silliest settings is
that alarms are disabled by default! Mail Settings - LS10 Mail Settings

Enable a” alarms and adJUSt the advance tlme Bazics | bt ail | Calendar and To Do |Access and Delegation | Lotus iklotes | Client Dietection | Comments | Adminiztrati

as necessary

lotusknows.com

Basics | Dizplay | MNotices | Scheduling | Alarms | Autormatic Processing | Roorms and Resources |

[ Ink

Enable the dizplay of alarm W Yes Don't setvalue e
notifications:

_WAppointmentsIMeetingS !30— minute(s) in advance _D_Dn't setvalue o T |n|’f’
W [Reminders i-D_ minute(s) in advance Con't zetvalue v| T It
¥ |Evants ,1— daw(s) in advance Don't setvalue w| T Ing
M lanniversaries i1— day(z) in advance Don't setvalue v| [ I

|1— dawiz) in advance of due date .D_Dnlt setvalue ~ T Inl-:»
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Mail Settings - iNotes\Configuration

- 8.5 and 8.5.1 added some nice settings to
iNotes

- Making iNotes as similar as possible to Mail Settings - LS10 Mail Settings .
NOteS Clients makes end users happy Basics | kail | Calendar and To Do | Access and Delegation | Lotus iMotes | Client Detection | Comments | Administration

Basics | Configuration | Offline |

- Enable mail threads
- Enable refresh inbox

™ Inhe;

taxirmum attachment zize (kb): 'ISDDDD__. Don't zetvalue W

- Enable unread co unt hail threads: Gt initial value | T Inhel
Do not show remote images I~ ‘es Dion't setvalue 2 [ Inhet

- Enable scroll hints Sl .-
Refresh Inbox automatically: W ‘es Setinitial value w| [ Inhe
Enable unread count: v es B et T Inha%_'
Autoupdate unread count: "Inbox Only =1 Don't setvalue = T Inhel
Enable scrallhints: Setinitial value s Inhe%
Dizable warning on opening ™ Yes Dor't setvalue a9 Inh&f-'
attachrments: |
Filter out irnages frarm ermails: ™ Yes W Don't setvalue r Inhes
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Mail Settings - Client Detection

- Another great setting used for calendar interoperability

between Notes/Domino and other messaging Mail Settings : 510 Mail Settings |
platfo rms’ SpeCifica”y for repeating Optio nS in meeting Basics | hdail | Calendar and To Do | Access and Delegation | Lotus iMotes | Client Detection | Con
InVIteS Baszics | Damain kapping l Client Settings |

- Allows administrators to map internet domains to

specific messaging platforms like MS Exchange, [."ig:;jjjf;;:;:ﬁ;;"‘mrgjjjmm e sisces  Don't et

Zlmbra and MOZIIIa ¥ Manuall contral compatibility mode with checkbox
or

- Allows the end user to select manually when sending an
invite

- This can also affect Lotus Notes invitees

- You will need to train your end users about this feature if
you choose manual
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Mail — Assign it to an organization policy

 Notes about what we just did

- We can reuse the same organization policy we created earlier to push out with
other settings, i.e Desktop, Archiving, etc

- We set most settings to “Set Initial Value” so that end users can change them
if they so wish

- Next up is the last of our common client settings, Security
Policy : */STS

Easics | Comments ] Adrinistration

Policy name: Ta 7 Create Child

Folicy type: " Organizational ;=] i

Deszcription: T4 m'

Category: e p3
=8

Registration: " Mew...

Setup: T Mew...

Archiving: T = Mew... |

Desktop: "L510 Desktop Settings 151 M.

Security. 0 ai=] [ e |

Mail: *LL810 Mail Settings = New.. |

Connections: T = Mew... |

Lotus Traveler: " = ... ‘
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Example Policy
Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings

|||
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i
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Security Settings

Ostensibly this contains settings to make the administrator's life
easier

Or
To make the Domino environment more secure

We will add this new setting to an existing organizational policy
to apply these useful settings

Again, we need a new settings document and an existing policy
document

[Joom]]
[HTH1
E:Eil

A
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Security Settings Document

Create a new security settings document

Open the Domino Directory
Open the Configuration, Policies, Settings view from the navigator
In the Add Settings action, select Security

7Add Settings.. '| EditSettings @Delete Settings

Domino Directory

Archiving

P Marne Drescription
= IT;TI People Deskkap

H g i i i as

093 by Organization Reqistration rshiving

lotusknows.com

’ = by Client Yersion
@ Alternate Languages
L7} Certificate Expiration
li" ﬂ Policies
23 Groups

| 12 Configuration

é]- 0 zervers

Euj All Server Docurment:

-3 Configurations

- Connections

- T Programs

i - T External Domain Met

'B B4 Messaging

lB & Replication

'El Eﬁ] Directary

’3 J Policies

: ﬂ Dynamic Policies
J Settings

@ i Web

lfl .ﬂ, Clusters

B %2 Gecurity

Mail ?
xpired Docs
Criteria Settings

Securiky

Setup
Connections

Lotus Traveler ‘XD'_rEd Hocs
Roaming petiings
Symphony tioks
s o
desktop

L510 Desktop Settings
~ bail Settings

Stuff to zet autornatically on Motes clients

L5710 kail Settings

Default settings to allow for a better end user experience

mail

7 Registration Settings
Contractor Setup {web)
Default User
Employee Setup
L5110 Mew User Reg

# Becurity Settings
IMET P

[. CREATED WITH LOTUS® SYMPHONY"
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Security Settings - Basic

Enter a meaningful name and description

Security Settings : LS10 default security settings

Basics l Fazzword banagement | Execution Control List | Kevs and Certificates | Signed Plug-inz

Mame:; "L510 default security settings
Descrnphion: "Pagsword sync, key lenght, ECIJ_-
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Security Settings — Password Mgmt
\Basics

- Lotus Notes has the capability to allow for some
very sophisticated password options Security Settings : LS10 default security settings

- TO a”OW fOF thlS Opthﬂ, enable CUStom Password Bagics i Paggword Management | Execution Contral List i kews and Certificates | Signed Plg
Policy and a new tab appears

Pazzword banagement Baszics | Custom Pazsword Palicy | Motes Shared Login |

- Enable Upd ate Inte rnet PaSSWO rd Use Custom Password Policy for Motes | 7 [ Don".}
Clients |

- Enable Password Expiration, the required change  checkpassword on notes ia fits "Yes ™ Don}
interval and a grace period Pavsiord b T i H tee
Update Internet Pazsword "When hotes ™ Don'f

Client Pazsword Changes

Enforce Paszword Expiration  Motes & Internet i+ [~ Don'

Required Change Interval ™ Don't

Allowed Grace Period 15 davs ™ Don'g

Pazzword Histare (Motes anly) "50 . passwards ™ Don'f

warhing Period T30 davs [ Don't

Cugtorn Warning Message_ I i [~ Dogh
e e T B e =gk L " 2 —
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Security Settings — Password Mgmt
\Custom Password Policy

- Yes, you can force users to change their password the first

time they use a Lotus Notes client Security Seftings : LS10 default security settings

- No more “lotusnotes”, “p@ssword”, etc

Bazics | Pazsword Management | Execution Contral List | Kews and Centificates | Sigr

- Fillin the fields that are required by your organizations'
complexity requirements

Pazszword Management Bazics ] Custom Pazsword Policy | Motes Shared Login |

Change Password on First Mates | " Yes = Dot

Client Use

Allow Comrmaon Mame in "Moo=l Do

Password

Pazsword Length finimum "8 jcharacters Dar
Dar

Pazsword Length hMaximurm " jcharacters
Pazsword Cuality Minimum T

Minitmum Mumber of &lphabetic "1 5
Characters Required

Minimum Mumber of UpperCase "1
Characters Required

Minimum Mumber of LowerCase "1
Characters Required

binirnum Mumber of Murmeric "4
Characterz Required

Minimum NMumber of Special "
Characterz Reguired

hinirmum Mumber of " jcharacters of
Mon-LowerCase Characters "=
Required

Maximum Mumber of Repeated "2 5
Characters Required

bimimum Mumber of Unique T4 4
Characters Required

FPazsword bay Mot Begin With rl_i__'__!

Password May Mot End "With "=

ATy Ty TR kT Th T TR T TSR T T
o
=
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Security Settings — Password Mgmt\Notes
Shared Login

- Replacement for “Single Sign-On” option that is now controlled via a policy

- Enable if you wish to have Notes automatically login with the end users Microsoft® Windows®
password

- Be careful using with “ID Lock Out” - the nasswnrd nronmnt is hidden!
Security Settings : LS10 default security settings

Basics ] Fazsword hanagement | Execution Contral List ! Eevs and Certificates ] Signed Flug-ins | Portal Server | 1D Vault |f

Password kManagement Basics | Custorn Password Policy | Motez Shared Login |

Enable Motes shared login with -Don't sl o
operating system: :
Allow User Changes? O Yes [T Don't setvalue
&+ Mo
Han to notify users when enabled: "Moo notification =) [~ Daon't setvalue
storm message text ‘
Haonw to notify users when disabled: "Mao notification % [~ Daon't setvalue

SRR ‘
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Security Settings — ID Vault

One of the best features in 8.5
Not usually set manually, but via the ID Vault wizard
See session SHOW101 for more details on ID Vault

If you want to assign an existing vault, do so here

Security Seftings : L510 default security settings

Basgics | FPasgword Management | Execution Control List | Kevs and Cenificates | Signed Plug-ing | Portal Server | 1D WVault | Prosg

Aszigned vault: THD Yault ™ Don'tsetvalus r Inh:
Forgotten pazsword help text: "Please call the help desk at 3344 to [T Don't setvalue ™ Inh

resetyour passward |
Enforce password change after password  Yes 4= [ Don't setvalue [ Inh
has been reszet: |
Allows Motes-based programs to use the Mo & [T Dan't setvalue [ Inh

Motes 10 Wault:

Allowe autamatic 1D downloads: R CERE [T Don't setvalue r Inh
: 1D devvenloads for daws r r
hours
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Security — Assign it to an organization
policy

 Notes about what we just did

- We can reuse the same organization policy we created earlier to push out with
other settings, i.e Mail, Archiving, etc

- Most of the security settings do not have a drop down option. More on that
later.

- We are now done. Some U policy - *is1s e pushed
down to the Lotus Notes cli

Basics l Comments | Administration

Palicy name: 3 0| Create Child
Policy tvpe: " Crganizational ;=1
Description: 2 |
Category

Registration: " um e, |
Setup: "= Mewy... |
Archiving: | e, |
Desktop: "1LE10 Deskiop Settings 4% Mewe...
Security: "L510 default security settings =] Mew..,
Mail: "L510 Mail Settings =1 New...
Connections: =] Mewy...
Lotus Traveler: T M.

T r A |
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Example Policy
Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings
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Additional policy for laptop users

To create a new policy we can

Start afresh with all new policy and settings documents

Start afresh with all new policy document, reuse similar settings, create new
settings for changes

Both of these are time consuming and error prone
OR

We can use policy inheritance to inherit values from a parent policy and change
only the items we wish in the child

Fast, and we are assured whenever a parent changes, the child will too
Create a child policy, set for inheritance
Add new settings documents to change as required

|||
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Additional policy for laptop users
Recap

All of the settings from the “LS10 Example” policy (created earlier) will be
inherited to these users

Their passwords are more complex

Our new users will be in a group called “Laptop Users”

This will be assigned the new explicit dynamic policy we are about to create

lotusknows.com
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Edit an existing policy

Create a new child policy from an existing policy document

Edit an existing policy in the Domino Directory, Configuration, Policies navigator
The one we will edit will be the parent for our new laptop policy

Add Palicy Edit Palicy Delete Palicy

Domino Directory

= ﬁ)n People
Q}Q by Qrganization
’ T by Client Version

o @ Alternate Languages
> (47} Certificate Expiration
lilil Folicies

® (23 Groups

B & Configuration
Iﬂ]j]j Servers

El T Configurations
T Connections
- T Programs

T External Damain Met

E'E*ﬁ kezzaging

E‘e Replication

@ il Directary

E‘A Falicies

E'_%I Dynarmic Policies
J Settings

= web

- Sl Clusters

lotusknows.com

----- DE[ All Server Document:

Policy Mamespace Dezcription

# Explicit Policies
# Internet pazaword
linternet pazsword
#1810 Example

& JLS10 Exarnple

#1510 Mew User on Hosted
k] JLS10 New User on Hosted
» 8TS Contractor
ISTS Contractor

# Qrgamizational Policies
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Edit an existing policy

Use the Create Child button to create new policy document

Policy : /LS10 Example

| Folicy Azsignment | Folicy Precedence | Comments | Administration

Folicy name: ILS10 Example Create Child | )

————————| Explici
Falicy tvpe: Explicit aSSigr‘é‘
Cescription: docun‘;?
Categaony:

Registration:

Setup:

Archiving:

Desktop: L5510 Dezktop Settings
Security: LS10 default zecurity zeftings
hdail: L5110 kail Settings

Connections:
Lotus Traveler:
Roaming:

Svrmphony:
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Edit an existing policy

Enter a policy name for the child

Notice the parent policy is indicated here

Policy

Elasics|F'D|icy.ﬁ.ssignment Policy Precedence | Commentz | Administration

FParent policy: fLE10 Example

Palicy name: I " Laptop Usersl_. I Explicit poy

Folicy type: " Explicit 4 =] asmgnedf}'
v 7 document,

Dezcription:

Categony:

Registration: T = e,

Setup: | P e,

Archiving: | ...

Dezkiop: | e,
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More complex passwords

We will add a new Security Settings document to this policy

Click the New button in the policy document
Add a name and description to the new security settings document

To add inheritance to all fields manually is tedious, so select the Inheritance
action button and select Enable for all fields

I @Save & Cloze @Cancel @Inher'ltance "'| @Enfnrcement

Enmable For-all fields
Security Seftings - Dsebiefordlfieds  Satfings

Baszics | Pazzword bManagement | Execution Contral List | kevs and Cerificates | 5

Mame: "Laptop Security Settings

Dezcription:

|||
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More complex passwords

- Notice how all options now have “Inherit for parent policy” checked
- These settings will now be inherited from the parent

- The parent policy, via its own settings, has a password length of 8. For this policy
we will setitto 12

- Our new change will be entered under the Password Mgmt/Custom Password Policy
tab

- Uncheck Inherit, so that this policy will specify its own setting
- Change the password length value to 12

- So any children of this policy cannot change from 12, we check enforce
Security Settings : Laptop Security Settings
Easics | Pagzword Management] Execution Contral Ligt i kews and Certificates | Signed Plug-ing i Portal Server | 1D Vault i Proxies i Comments i Adrninistration

Pazzword Management Bazics | Cuztorn Password Policy | Notes Shared Login |

Change Passwaord on First Motes  © Mo 1= I~ Don'tsetvalue MV Inherit ™ Enforce
Client Use

Allow Cornmon Mame in Tes g= I~ Dan'tsetvalue ¥ Inherit ™ Enforce
Password

Password Length Minimum I "12 jcharacters I~ Dan'tsetvalue I Inherit I
Pazsword Length kaximum ' characters I Don't setvalue W Inhent

Passward Quality Minimum T [~ Don'tzetvalue V Inherit [T Enforce
Minirur Mumber of Alphabetic " 4 ™ Don'tsetvalue M Inherit ™ Enforce
Characters Required

pinimurm Mumber of UpperCase " 4 [~ Don'tsetvalue MV Inherit [™ Enforce
Characters Required

Miniraurn Mumber of LowerCase " 4 ™ Don'tsetvalue MV Inherit [™ Enforce

o . R

lotusknows.com 2% | CREATED WITH LOTUS® SYMPHONY"



Lotus knows.

Smarter software for a Smarter Planet.

More complex passwords

Save and close and assign the setting to our child policy

Once the child policy document is saved, we now have child policy that can be used as
a dynamic policy

Policy : /Laptop Users/LS10 Example

csél Palicy &zzignment | Palicy Precedence | Carnments | Adrministration

Palicy name: "iLaptop Users/LS10 Example 4 Create Child

Explicit policies x

Policy trpe: " Explicit ;=] assigned to user
Drescription: " document, |
Category:

Reqistration: " Mew... |

Setup: " Mew... |

Archiving: | Mew... |

Desktop: | Mewy... |

Security: "Laptop Security Settings %] Mlew. .. |

[METR " Newﬂ
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Assigning the dynamic policy

Assuming we already have a group called “Laptop Users”, we will now assign that via a
dynamic policy

Open the Policy Assignment tab on your child policy document and use the drop down
pick list to select the group

Policy : /Laptop Users/LS10 Example

Bazics | FPolicy Azzignment | Folicy Precedence | Cormments | Adrminiztration l

| Select Names

Laptop Uszers

Choose the directorny, then type all or part of the name.

Diirectony: stg's Directony »

Find names starting with:
L Mames

& Mames:

|%5 Laptop Users hid
Y Laptop Users

| & LCTY Registration

1
|

i >

Detals... | Add to Contacts _ Bemave | Femove &l |

Tip: You can drag and drop the hames

0K | Cancel

lotusknows.com



Lotus knows.

Smarter software for a Smarter Planet.

Forcing precedence

So that this new policy will always be applied, this new policy will have the highest

precedence
Domino Directory Add Faolicy Edit Folicy @Delete Folicy @Increa&e Frecedence @Decrease Frecedence
_ Frecedence Dvnarmic Folicy Authaor &
= ﬁ)a People f
P @ |1 ILaptop UsersiLS10 Example Darren Duke/STS |
s by Organization |2 iInternet password Crarren Duke/STS
oo M by Client Version |2 I5TS Contractor Darren DukelSTS

@ Alternate Languages
’ Le7h Certificate Expiration
B-[[&] Palicies

=] ﬁ‘?—% Groups
= & Configuration
EJDD Servers
m!—\ll Server Docurment:
e e P =
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Testing child polices and inheritance

- Users inthe Laptop Users group will now be assigned the new policy

- Using the Policy Synopsis Tool (covered in detail later), we can see the new settings
as assigned to a member for the above group

- Note the PwdLenMin =12 came from Laptop Users
While
- PwdLowMin=1 came from LS10 Example

- This is due to the inheritance we just created

[ A R RS T Y B L e L L L e L L o e R e AL ] TR

Pwidl enbdax does not hawve awvalue set

Pwidlenkdin =12 from Laptop Security Settings assigned in policy Laptop Users/L310 Example
PuwdLowbdin =1 from L5110 default security sefings assigned in policy /L5510 Example
PwdMotEnd does not hawe awalue set

PwdMNotStart does not hawve awvalue set

Prdblurmbdin = 1_from | S0 defaolt cecyrite settinos a<sioned in nolics 1 S10 Eyvamale
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Section 1 - Summary

We just created a set of policy settings documents that will allow
for a much better Lotus Notes experience for both end users
and administrators

We can have a single policy document and assign settings to it

We set most settings to “Set default value” so an end user can
still change the setting
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Example Policy

Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings

|||
I
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Policy Settings — Archiving

Now for something completely different
One of the most divisive options in an organization

Just like Fight Club, the first rule of archiving is never talk about archiving
| use it, | like it

It can also be used to disable local archiving, not just enable it

We will look at creating an archive policy that will move all
documents

Illlllll
1T l
Il

il

i
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Archiving Example

We will look at creating an archive policy
This policy will

Be run on the server

Archive to the users' mail server
Archive all documents old then 365 days old

;

|||
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Archiving Document

Create a new archiving settings document

Open the Domino Directory
Open the Configuration, Policies, Settings view from the navigator
In the Add Settings action, select Archiving

lotusknows.com

Domino Directory

Add Settings... ™ Edit Settings @Delete Settings

=] ﬁoﬂ People

003 by Organization

- by Client Yersion

- @ Alternate Languages

- Lz} Certificate Expiration
IB;I Folicies

| %3 Groups

50 Caonfiguration

E Jj]j Servers

DE[ All Server Documer

M- T Configurations

T Connections

o &=

= Frograms
R 1 External Darmain Mi
- B4 Messaging

&

+e Replication

+ EI:]'] Directony

lil Palicies

["&7] Dwnamic Policies

J Settings

=]

#rchiving

Dezcription
Deskiop
Reqgistration a3 o~
Mail Archiving
Security swpired Docs
Setup Criteria Settings
Connections r e
Lotus Traveler :‘XDI.I’E ocs
Roarming _:.ettlngs
Syrnphany fans
e ER o[
| deszktop

I L5510 Desktop Settings Stuff to set automatically on Motes clients
| % hail Settings
| L5110 hdail Settings

| mail

Default zettings to allow for a better end uzer experience

. # Registration Settings

| Contractor Setup tweh)

| Default Uzer

| Emplovee Setup

| L510 Mew User Reg

| = Security Settings

| INET P

| L510 default security settings

Horne server iz Hosted

Pazsword sync, key lenght, ECL

[. CREATED WITH LOTUS® SYMPHONY"
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Archiving Document - Basics

Add a meaningful name
i i ivi i : 45 Day Archiyi
Check Server as this will take place on the server chiving Selitngs Sdall
AS the source SeleCt Mall server Easics ] Selection Criteria | Lagging | Advanced | Comments | Administration

As the destination select Mail server

Marme: " 365 Day Archiving

Clezcription: .

™ Prahibit archiving [T Don'tsetvalue
[~ Prohibit private archiving criteria ™ Don'tsetvalue

" User's local waorkstation

¥ Server

[ Don'tsetvalue

Source Server: [~ Don'tsetvalue

" Specific server
& pail zerver

Destination Server; ™ Don't setvalus

" Specific server

% hail zerver
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Archiving Document — Selection Criteria

Create a new criteria with the New Criteria button
Archiving Seftings
Basics | Selechan Criteria | Logging | Advanced | Camments | Administration

™ Don'tsetvalue [ Inherit Selection Criteria [T Enforca Selection Criteria

Mew Critana fudd Criterea I Rermove Cribaria

Archive Criteria Seftings

Banecs | Crestination ! Camments | Adrmanistration |

Marne

I
|
|
Crezcription I
T Enable archive eritsra |

|

& Copy old docurnents into archive database; then clean up database |
™ Clean up databare without archiving

& Delets older docurnents fram the database |

T FReducs the size of documentz in the databaze

notmodified in more thsn ™ " aes days ot

Archive By ViewFolder

Server Local

Tamplate

Chanpge ternplate sarner w
Chooze ternplate -

I Inviews orfolders:

|||
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I
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Archiving Criteria Document - Basics

Enter a meaningful name
Check Enable archive criteria

For How should documents be archived, select
Copy old documents; then clean up

For How should documents be cleaned up, select
Delete older documents

For Which document should be cleaned up, select
older than 365 days

Pick a template server and archive template

lotusknows.com

Archive Criteria Seftings - 365 Days

Basics | Destination | Comrments | Adminigtration |

Mame: " 365 Days 1
Description: "_l_;

W Enable archive criteria

& Copyold docurments into archive database: then clean up database
" Clean up database without archiving

& Delete alder docurnents frorm the databaze

" Reduce the size of documents inthe database

older than ¥ | 3g5 | days b
MNote: 'older than' settings can only be applied to Domino 7 servers or later.

Archive By ViewdFolder:

Server; hosted!STS
Template: M.‘?-'” (RE.5)
Change ternplate server: hostediSTS w
Choose template: hail (RE.5) W

™ Inviews arfolders:

CREATED WITH LOTUS® SYMPHONY"
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Archiving Criteria Document - Destination

- The default values are OK

- Make sure if you change the suffix, that is still

ends in .nsf Archive Criteria Settings : 365 Days

- Save and close

Bazics | Deztination l Comments | Adminiztratian |

Archive Directory: "archive a
Archive Prefix “a_a
Arpchive Suffix: " hsf
Mumber of Characters “B

from

ariginal filename:

Prewview an exarmple:

archivela_dduke. nzf

lotusknows.com
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Archiving Document — Logging
Logging is optional

We will enable it for at least the first few runs

Archiving Sefttings

5 i | i d
Bazice: | Selecton Critenia | Logging | Advanced | Commenis ! Adminiztration

= Lag all archnang acinaty into & leg database I Don't setvalue ™ Inhert ™ Enforce
Log Diirectary archrie I™ Don't setvalue I Inhert I Entores
Log Predi | ™ Don't setvalue Ir Inhent I” Enforces
Log Suffo nzd I Don't setvalue I Inherit I Enforce
Murnber of Characiers 50 I Don't setvalue I Inherit I Enforcs

from original filen ame:

F Include document links 16 archived documents [ Don't setvalus I Inhent I Enforee

Previear an

Exanspls

archivell_ddube mst
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Archiving Document — Advanced

Ensure Delete a document only when the criteria can delete all responses as well is checked
Save and close

Archiving Setftings : 365 Day Archiving

Bazics | Selection Criteria | Logging | Advanced | Cormments | Adminigtration

W iDelete a document anly when the criteria can delete all responses as well:

Pl aximum document retention selection is: 5 YELT "
pLEEET

[ Usze customer generated expiration field
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Archiving Document — Advanced

Ensure Delete a document only when the criteria can delete all responses as well is checked
Save and close

Archiving Setftings : 365 Day Archiving

Bazics | Selection Criteria | Logging | Advanced | Cormments | Adminigtration

W iDelete a document anly when the criteria can delete all responses as well:

Pl aximum document retention selection is: 5 YELT "
pLEEET

[ Usze customer generated expiration field
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Archiving Setup Complete

We have successfully set up archiving from a settings perspective
We will now assign this to an existing policy

.-'1‘-.-:||:| Settingsz... Eu:lit Settings @Delete Settings

Type Setting Mame ~ Dezcription _Signed By
[ rpige et

BA [ay Srchrviino

3y 5 0 Setting Darren DukeiSTS [
Clean Expired Docs Darren Dukef3TS |

| # Archive Criteria Settings |
| [Z65 Davs | Darren Duke/STS
Purge expired docs Darren Duke/STS |
¥ Connections Settings
Connectionz Darren DukefSTS |
l # Dezktop Settings
desktop Darren DukefSTS |
| L5710 Desktop Setting: Stuff to zet autamatically on Mates clients Darren DukefSTS
| # Mail Settings |
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Assign Archive to a Policy

Simply select the new archive settings document in the archiving section

| Policy : /Internet password

Folicy name: "linternet password Create Child
Policy tvpe: " Explicit 4 =]

Description:

Categorn: ¥

Fegisgtration: "Emplu:uyee Setup =] ew... ‘

Setup: | Mew... |
Archiving: " 365 Day Archiving Settings %] Mews... |

Desktop: " desktop 4= Mew...,

Security: TIMET P 0= My,
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Assign this Policy to a User Explicitly

For this example we will use yet another way to assign a policy, explicitly

Open the user' Person document in the Domino Directory and navigate to the Administration tab
Under Policy Management select the drop down list and select the correct explicit policy

Person: Darren Duke/STS darren.duke®@simplified-tech.com

.IJ. r r‘[
Whdd

Basics | WorkiHaome | Other | Mizcellaneous | Cetificates | Roaming | Adrministration

Driers: " Darren Duke/STS 5
Adrministrators: |

Allow foreign directory
swnchronization:

| Select Keywords

Last updated: Keywordz

 /Intermet passwond

/Laptop Uszers/L510 Example
/L5710 Example Cancel
Check pazsword: ALS10 Mew Uszer on Hosted Aszsighed policy: “lInterpet password ;=]
= : ; : /5T5 Contractor
equired change intereal:

Setup profilels): )

Girace nerind:
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But we are not done yet!

Unlike all other policy settings, archiving will not work automatically

This policy only signifies the users' mail file is eligible for archiving

We need to create a program document to run the archiving task on the server
From the Domino Directory, select Configuration, Servers, Programs from the left navigator
Click the Add Program action button

Domino Directory _.f-‘«dd Prograrm El:Iit Froararm Delete Program

On Server Frogram Command Line

L hostedigTs

i # zametimelSTS
b T by Client Version s otsdiSTS

@ Alternate Languages
_17h Cettificate Expiration
- (28] Palicies
ﬁ‘%—} Groups
[t Configuration
BII[ Servers
: _Ijﬂ All Server Docun
l.TJ:l Caonfigurations
- Connections
>:| Prograrns
i :l External Domair
'-’3 B4 Messaging
El'ne Hepllieatien

= ﬁ People L

3‘3; by Organization

o ®
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Create the Program Document

Enter the program name as “compact’
Enter -A as the Command line

Enter the Server to run on

Enable the schedule

Our run time will be 8:05PM every Friday

Note -A not only archives document from the source, but will also do file size

reduction on the source database too
So no need to -B on these files

Program: Compact

1
Basics | Administration |

Program name: Cormpact Enabled/dizabled:
Command line; -4, Fun attimes:
Serverto run on: hozted/STS Repeatintersal of:
Comments: Davs of week:

lotusknows.com 2% | CREATED WITH LOTUS® SYMPHONY"
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Archiving Test

You can either wait until 8:05PM on Friday, or run it from the Domino console. The latter is
suggested

Open a Domino console on the archive server and enter
Load compact -A
All databases on that server eligible for archiving will be archived
New archive databases will be created if required
Documents are moved to the archive, then deleted from the mail file

Events
iﬂ} 1202172009 02:30:27 AI‘u‘I Eychiving dncu.tmnts fromm maJllldulw nsfl{L:lsa D'L'Ike:l

e archived and 1..' v were deleted

Caming Command: | et 0 w Send -
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Lets take a look at what the user will see

When an end users' mail file has an archive a new
navigator item is added to their mail file

Simply expand Archive on the left mail file navigator and
click to open the archive

E_! Archive Darren Dike E ] Mew ~ &= Reply + «1+|REFJ|ND All =
hosted '
. Search in Yiew 'Recently Archiv:
2 Recently Archived '
T Search for |
) Inbyoxe (18197} .
] Drafis = Iyho Subject
=1 Sent b 12:2172009
__i|.ﬂ'.|| Documents b 12182000
S Junk (7T b 12/11/20090
[ Trash b 120412009
4] Chat Histo
= i b 11/27/200
T views b 11202009
; P 1116722009
ez Folders
B 117132009
Izl Spam Protection il k1408 000

R

lotusknows.com

= Sent

= Fallow Up

= Al Docurments
ey Junk (4}

T Trash

2T Chat History

] .
ez Wiews

[z Folders

_‘Iﬂ| Archive

j {:§ [Crays

rotection

2] Other htail

l...),%

Searcl

Search for

b+

1 BWhof

me = o =

[0
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Archiving Summary

This is a policy setting that makes sense to set explicitly to users or
groups (with Dynamic Policies)

You still need to issue a “compact -A” or “compact -a” on the server to
carry out any server side archiving

If you use local archives, make sure you back them up

If you lose the drive, you lose the archive

It can be very beneficial for the server
Less indexing

Keeps production mail files slim and svelte

Archiving, like fiber and exercise, is good for you and your server even
though no one likes it

lotusknows.com
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Example Policy
Registration Settings

Desktop Settings

Mail Settings

Security Settings

Additional Policy for Laptop Users
Archiving

Other Settings

|||
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i
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Other Lotus Notes Policy Settings

Setup Settings
Roaming Settings

Summary

lotusknows.com
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Policy Settings — Setup Document

Don't use this policy setting!
All “Setup” options are now available in desktop settings documents
It is recommended you migrate to using desktop settings documents

Allows you to set common options used when Lotus Notes is
started for the first time by a user

Sets options in the location document and user preferences
As this is deprecated, see the Desktop Settings slide

I
:

|||
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Other Lotus Notes Policy Settings

Setup Settings
Roaming Settings

Summary
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Policy Settings — Roaming Document

Allows a policy to control roaming

Easier to manage than manually setting on a per user
basis

See session SHOW 103 for more details on
roaming e

Again, Dynamic Policies can be your friend

. ” Description:
Create a group called “Roaming Users
Add a Dynamic Policy with this setting to this group
. Server name: "hosted/3TS 4 [ Daon't
Add or remove users from group as reqUIl’ed Basze folder: "roamingl 4 ™ Don't
Sub-falder forrmat; e e “ [ Daon't
Example: : )

Lroamingitamadol..
Files that roarm: baokmark.nsf roamingdata.nsf. notebook.nsf, [T Don't
natmmes.nsf, localfeedcontent. nsf

Show roaming setup "Moo= [ Dan't
dialogs:
hModifiable text for the "our Lotuz Motes administrator has made vou a [~ Don't
first dialog: "roaming uzer” sothatvou can get all of your Notes

data an different camputers.

¥ou can continue ta do yourwark and monitor the

progress on the Replication tab. 4
Textforthe "Roaming  * The roaming user setup process is complete on [~ Don't
complete” dialog: thig computer. Your Lotus Motes data will be the

same on any computer. o
Data removal on local O et e w [~ Don't
drives: e - :
Allow user to temporarily Mo =) [~ Don't

dizable raaming:
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Other Lotus Notes Policy Settings

Setup Settings
Roaming Settings

Summary
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Other Lotus Notes Policy Settings -
Summary

With other settings documents you can control a whole host of
other Lotus Notes and end user related options

Setup is deprecated, use desktop settings instead
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Agenda

Who is this dude and what will | learn?
Section 1 — A complete example, start to finish
Section 2 — Understanding and Fixing Policies
Session wrap up

Q&A

[Joom]]
[HTH1
E:Eil

<
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Understanding and Fixing Policies
Demystifying the “How to apply this setting”

When it all goes wrong

lotusknows.com



Lotus knows.

Smarter software for a Smarter Planet.

Understanding Your Options

Now we have created some policies, applied them and seem
their results, it is time to take a look at the other options we
have when applying setting values

There are four possible options when applying settings and we
didn't use them all

Don't set value

Set initial value

Set whenever modified

Set value and prevent changes

Let's see some detailed examples

[Joom]]
[HTH1
E:Eil
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Demystify “How to apply this setting”

 Check boxes and drop downs indicate setting exposure

- Checkboxes - no Notes client setting is available for the user to change
Use Custom Password Policy (Security Settings)
- Drop downs - the setting is exposed to the Notes client and the user may

change
Spell-check messages before sending (Mail Settings)

Mail Settings : LS10 Mail Settings

Basics | b il l Calendar and To Do |Access and Delegation | Lotuz iMotes i Client Detection i Comrnents i Adrinigtration |

[T Don'tsetvalue

™ itllow users to change mail file ownership: [ Don'tsetvalue

Dan't zetvalue

Dun'tetvalue

Spell.—check meszages before W ‘Yes Setinitial value
zending:

War_n user aboutblank ressage W Yes | Setinitial value

subjects: : Setvalue whenever modified

Setvalue and prevent changes

« We'll now look at how these options impact the user and the
client using some of our examples from earlier

lotusknows.com
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Don't set value — drop down

Even if a value is specified, no
value is applied!

Uses the initial client install
setting

End user can change the value
on their client

The setting is usually “off” or
“disabled”

tvpe Filker bext

5

-

i

i

]

- ]

¥

Accounts
EBasic Motes Client Configuratiar
Calendar and To Do
Access and Delegation
Regional Settings
Chat Rooms and Broadcast Toc
Composite Application Editar
Connections
Contacts
Feeds
Fonts and Colors
Home Portal Account:
InstallfUpdate
Instant Share
Live Text
Lacations
Log Settings
Mail
Motes Ports
Regional Settings
Replication and Sync
Sametime
Search
Spell Check
Status Updater
Team Places
Tookbar
‘Wb Browser

and Themes

Check for conflicts when adding
appointments, accepting

W res

meetingz, scheduling a new
meeting:

lotusknows.com

Calendar and To Do atlh] -

*MNOTE: Your administratar has locked some preferences.

bdail | Calendar & To Do | Access & Delegation |
Dizplay | Scheduling ‘ Alarms | Autoprocessing | Colors | Fooms & Resources

Scheduling | Scheduler Display |

A

Specify the days and times you are available for meetings

Time zone: m

Day Time (example: 09:00 Akd - 12:00 P4, 01:00 P4 - 05:00 Ph4A}
= * *

] * *

ra * *

" * *

" * *

W * *

r * *

Scheduling Notifi

[T Check for conflicts when adding calendar entries

r
W Inform mewhen | send invitations to non-Notes users
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Set initial value

The setting specifies the “new”
default value

And is sent to the end user a single [ [E]x]

tl e type filcer text Calendar and To Do cheliis b
Accounts =
Basic Mates Client Configuratior

Calendar and To Do *MOTE: Your administrator has locked some preferences.

End user can change the value e
on their client

Chat Rooms and Broadcast Toc
Compasite Application Editor
Then their custom value is used
going forward

b ail ‘ Calendar & To Do | Access & Delegation |

)

]

Dizplay | Scheduling | Alarms | Autopracessing | Colars | Rooms & Resources

]

Connections
Conkacts

Fonts and Colors AL LT L
Hame Partal Account W Display alarm notfications
InstalfUpdate
Instant Share

|

Turn on alarms far:

Live Text W Appointmentsitdestings an minutes in advance
Locations W Reminders 1] minutes in advance
Log Settings
e ¥ Al day events 1 days in advance
d Delegation M Anniversaties 1 days in advance
ks ¥ To Doz 1 days in advance of due date
| nd Receiving Default sound | ‘Windows XP Balloon g Play |
|7 .f-‘l.ppointments.fMeetings r H H r: ngs .*F\-J.é-te:.'i:o séi‘an a‘larm‘?or iE‘vent“A‘nnouncemen{s, use-;lae Appé‘in{r‘nerﬁ‘s}i\ﬂeet‘i‘ngs er‘1¥ry
{30 minutels) in advance | dsne
V¥ Reminders 0 minute(s) in advance ]
|_: o
W Events ﬁ dav(s) in advance |
W Anniversaries |-T davis) in advance ]
§ Themes
V¥ To Do |1_ day(s) in advance of due date I
w
S Alarms generate audio or mail reminders

e ]

|||
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Set value whenever modified

The newest option and the least useful

End user can change the value on their client

However, the end users' value is overwritten by the policy

- This “refresh” happens when the policy is applied, approx every 12 hours
- If you have end users you hate, this is for you
You can drive them insane

| can't really think of a use for this

Il
:

i
] ]
il
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Set value and prevent changes

The value you specify is used in
the client

End user cannot change the 6]

type Filker text Calendar and To Do Cix v
1 1 Accounts - i
Va u e O n e I r C I e n Basic Motes Client Configuratior
= Calendar and To Do *MNOTE: Your administratar has locked some preferences.

Access and Delegation

It Wi” most Iikely be grayed Out and = Cha?:ggrzzlj:;tgiidcastToc bdail | Calendar & To DU|ACCESS&DEIegatiUn|
disabled on the client

-

Composite Application Editar
Connections

Contacts

Feeds

Fonts and Calars :
Home Portal Account Specify the days and times you are available for meetings
InstallfUpdate : T R — |

Instant Share | Tirne zone: |Local time @ |
Live Text
Lacations

Log Settings

- Mail

Motes Ports
Regional Settings
F.elication and 5

Dizplay | Scheduling ‘ Alarms | Autoprocessing | Colors | Fooms & Resources

i

Scheduling | Scheduler Display |

A

i

Day Time (example: 09:00 Akd - 12:00 P4, 01:00 P4 - 05:00 PhqA}

+ +

[~ Sunday
- isadiy [D8:00 M - 12:00 PM, 01:00 P - D5:00 Ph]

+ +

* +

& Tuesday [05:00 &0 - 12:00 P, 01:00 Ph - 05:00 P |

3 _qa z _fF- | + Search
% Wadesdss [D2:00 AM - 12:00 PM, 01:00 P - 05:00 Ph] o

¥ Thursday [D8:00 &M - 12:00 PM, 01:00 Ph - D5:00 Phd] e el
| £am Flaces

Tookbar . =k

‘Weh Browser

‘Widgets

‘Windows and Themes

[ < A< < A <
+
*

¥

¥ Friday [2:00 M - 12:00 PM, 01:00 P - D5:00 P

Scheduling Notification Opg

[ Saturday

[T Checkfor n adding calendar entries

W Inform mewhen | send invitations to non-Notes users

»

|||
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How to Apply Summary

Now we know
How settings will be applied
When settings will be applied
What settings will be applied
But what happens when things don't go as expected?

Funny you should ask. That's next....

Il
:

i
] ]
il
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Understanding and Fixing Policies
Demystifying the “How to apply this setting”

When it all goes wrong
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When it all goes wrong

What to check it policies are not quite working right...
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If you can't create policies

 |fit appears you can't create or edit policies, check the ACL |- e

- You need [PolicyCreator] to add rules {Ejﬁ’j;‘;;]

- You need [PolicyModifier] to edit rules {Eﬂ:gﬁfqruedaltfg]

- You need [PolicyReader] to read rules {Ec.|ich|::eader1]

erverlreator

» Policy documents are encrypted... Sevaiodtr
- With the Owners ID [UserModifier]

- Guess what happens when the owner leaves...
They stop working
They will need to be re-saved
So always populate the “Administrators” field
Policy : /Internet password

|
Bazics | F'Dlic}f.ﬂ.ssignment| Folicy Precedence | Comments | Administration |

Dhwwhiers: Darren DukelSTE

Adrninistratars: LocalDormainddrming

Exception Policy: [ lgnore settings from ancestor policies
Lazt updated: 09062006 06:25:47 Phd Darren DukefSTS

lotusknows.com
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If you can't create policie

Open the Domino Directory

The edit the ACL with the File, Application, Access
Control menu

Select the user or group and check mark the required
rules

Click OK
Close the Domino Directory
Reopen and try again

_‘—_’_u Basics
Roles
[# Log

e@ Advanced

Access Control List to: sts’s Directory

S

File: Edit View Create Actions Tools ‘Window Help
Mew 2 [
Open 3
Close Esc
AutoSave L4 1
= I (TAYAAA B (T Vit Berzon @Delete P
& ¥ Properties
Rephcatlon L4 i
Lokus Cuicky 4
Locations L4

People, Servers, Groups | Shaw Al ~ | Usertype |Person group v
Default- Access | Manager v
Anonymous :
hosted/STS s

@ Delete documents

& Lisas Duke/STS

[EE LocaIDomalnServers
[ OtherDamains ervers
& stz admin/STS

Feplicate or copy documents

Roles

| [GroupCreatar]
| [Grouphdadifier]
| [MetCreator]

Add..

Bename... Femove

| [PolicyCreator]
¥ [Policykadifier]
| [PolicyReader]
|Serverlieator]
¥ [Servertodifier]
| [UszerCreator]
¥ [Uzerbodifier]

Effective Access...

Full name: LocalD omainddring

An Access Control List [ACL) defines who can view and edit your Motes
database. Select a name in the list to see or set the access assigned to the
name.

Lasgt change: Diarren Duke on 07/05/2009 06 28:40 Ak
According to: 5TS

.

Cancel I

lotusknows.com
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Troubleshooting Policies

Make sure the “How this setting is applied” is correct

Make sure the user is assigned the policy

If archiving on the server ensure compact is correctly configured
Finally, understand the “effective policy” that a user has applied

There is a tool to do just that

It could be the policy or it could be the client

Let's see how to troubleshoot

[Joom]]
[HTH1
E:Eil

<

lotusknows.com



Lotus knows.

Smarter software for a Smarter Planet.

Let's look at an effective policy

With so many different ways of assigning a policy it can be
useful to understand how they are evaluated and assigned
Organization level polices are applied first
Explicit policies with dynamic policies are applied next
Finally, explicit policies without dynamic policies are applied
This can still be difficult to resolve the exact policy a user is
assigned and how they are assigned it
Policy Synopsis is your friend
Available from the Person view in Domino Administrator

2003764 5.2 - Tools

.-“-‘-.l:ll:IF'erSI:un El:IitF'E!rs':un @DeleteF‘ersun @ﬂ: Assigh Policy..

Create Replicals)..
Find Llzers)...

Mame Telephone

Duke . D'arren (office) G758 . .
thomel 770 FPolicy Synopsiz...

;
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Using Policy Synopsis

« Select a user from the person view in Domino Administrator
 Expand Tools and click “Policy Synopsis”
. Select the desired options e 2]}

F’:);i Thiz tool helpz pou determine
3 a

- i “ i ” F effective policy zettings for ok
Hold CTRL to select multiple “Detailed” reports =1
- Select a synopsis database location < hiwi-Polioy Betlings lor Cancel
- Hlt OK Daren DukedSTS
- The synopsis DB will open Select Report Type:
3 Summary Dy

- Default DB is local/polcysyn.nsf

%} Detailed

Initial Drezhktop Setup

wzd 2003764 5.2 e Tools

.-“-‘-.l:ll:IF'erSI:un EditF‘ersun @DeleteF‘ersnn @E: Azzign Palicy...

Create Replica(s)..
; (%) dppend to thiz database

- Find Uzeriz)... s
Duke , Darren {office) B7E . & . {3 Owenwrite this database
(home) 770 Palicy Synopsis...

Resulkz D atabaze:;

Mame Telephone

Fesults Database. . Policy Synopziz D atabaze on Local

Choose the type of policy spnopsiz report you would ke
generated. For a detailed report, chooze which wpe(z) of
zettings you want,

lotusknows.com 2% | CREATED WITH LOTUS® SYMPHONY"
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Reading a Policy Synopsis

Open the “Policy Synopsis Database”, and the synopsis
document

Each policy setting field is listed with its value e Fr———— e
It helps if you know the field names ;) T sl

E .:J & B

=] Py Spnopes: [alibas | Crate Creatod Sarvet

. ECEETEEESIIN | (122000 00929 DuickattiSTS |
= o 121 32009 010060 houtediSTE
Fﬂllﬂy SYI‘IOPSIS for Darren DukelSTE from Doming Directory on server hostediSTS created at 121372009 012

IL1 35008 01 30 15 hegisdlST

Motes document

Blue test-are hotzpot
. . link.s to the appropriate
Effective Policy for: Darren Duke/STS Sited

Derived from the following policies:

Haw were the effective
{nternet password zettings dervied?
Lock zignifies HETE
nfarzement *

8 = Veive was anforcad in the spacifiad sefings documeant

Archive Settings:

ACP = JEFEDADAR40CATZ08525711 2005FES3E from 45 Day Archiving assigned in policy fntermet password

ACPChelst does not hawve awvalue set _

. ACPDsp =45 Days from 45 Dae?,.ff-\rc:hiving assigned in Enlic}.ffjx‘.-ﬁame_t password =
B B op b B o an ) man o R e u i i __na oS - .- B Ty

F
e - o

lotusknows.com
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Reading a Policy Synopsis

o Let's say that | need to find out the password length for a
specific user

- Search the synopsis document for “PasswordQuality”, this is the field name that we
are interested in

- As we can see, the setting is 8, but we can also see how the setting was derived

- We now know that the “LS10 Example” policy and the “LS10 default security
settings” settings document is how and where these settings are being assigned

FWexpWarnDays = 30 from LS1U default security sethings assigoed in policy /L5100 Example
Farameters does not hawve avalue et

PasswurdChangelntewal 30 fram L3170 default sec:unt}.f settmgs asmgned in pu:ul||:y,."LS1 0 Example
rnple

F"asswurd@uahw 8 frn:lm L5110 default sec:unt\..f settmqs assu:med in p,:;uhn:y_@[l Example
FwdAlphakdin =1 from L5710 default secutity settings assigned in polidg/LS10 Example
FPwdAlwHTTF =1 from L5310 default secutity settings assigned in palicy /L5310 Example
Fuwd CHAllow = 0 from LS10 default security settings assigned in policy /LS10 Example
FPwidChgPostReset =1 from L3710 default security settings assigned in policy /L5310 Example
PwdChk =1 frorm LS10 default security settings assigred in policy /L510 Exarnple
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Sometimes the issue can be on the Lotus
Notes client

If the effective policy looks OK, then
It maybe a corrupted policy document on the client
Remember the client has settings applied to it from the server
These settings are stored in the users' local address book
As with all things Notes, these settings are just Notes documents
And they can be deleted, just like any other document

Darren Duke "= | Add Person Edit Person Delete Person Move Mail File = ghoi
on Local 1
'. Folicy Type or Mame Folicy Mame | UNID PolLasthtod Effective Falicy M3
) My Contacts - |
PolicySecurity Effective Policy for: Darren Duke/STS|ES9018E437F9057 CBA257478002E0940 SerSets|CN=Dan
Recent Contacts Dukef0=5TS |
0, Broups PalicySecurity Effective Policy for: Darren Duke/STS|ESS018E537FA057 CBA25T7 4TADDSSCFBD SecSets|Ch=Dan
i, By Category Dukel0=5TS
£l By Company [Replication or Save
< Conflict
Q! Binhdays & Anniversaries oy 1
= FolicySecurity Effective Policy for: Darren Duke/3TS|ES901 BES37FI057CBS257 4520040 4F 44 SecSets|CN=Dar
@ Trash Dukel0=5T5 |
J By Create PalicySecurity Effective Palicy for; Darren Duke/STS|E6E018E537F 9057 CB5257 48000737580 SecSets|Ch=Dar
=] Default Dukef0=5T5
=] Lahel Templates PalicySecurity Effective Palicy for: Darren Duke/STS|ES8018ES37F 9057 GA5257 4930051ATDS SecSets|CN=Dar
=] Lookup Dukef0=5TS
=] Mail Merge By Name PolicySecurity Effactive Palicy for: Datren Duke/STS|ES9018E53TFA057 CR526749C00TDTFAS SecSets|CN=Dar
=] Mail Merge Templates Dukef0=5TS
=l Press Release FolicySecurity Effective Policy for: Motes Admin/FPPWIDAFEE4 DEE9BETFS08525674A300496E88 BecSetSICN=NDt;
=] Standard Templates AdrminiO=FPPYY |
PolicySecurity Effective Policy for: Darren Duke/STS|ES901BES37FA057 CBS2574BT005ADE32 SecSets|CN=Dar}
) Other Contacts Dukel0=5TS |
= Reabisln e Lifoebinatlalisafarbletamdadnind AR LR A D AT A LA D O A DS AL LS RO, LaaRatalcishiot

|||
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J
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Deleting local policy documents

- Open the local names.nsf file for the user in question
- From the view menu, select Go To while holding down the Shift and Control keys

File Edit Wiews Create Ackions Tools  Window Help

- Shift + Control will show hidden views

= 1 T F3 B
. L . gy # B DarenDu. | 6 Re:
- Select the view ($Policies) in the dialog ® search This view R | e
=% Toobar v B IR B2 L
. | Show 3 " ” —
| DAl Eepardicellapse b TR ] Mew - [ Edit ER,Fomwardvoard [ 2 B
¥
= ah Customize This View. ——
) 2 = Marme E-mail
=1 @0 Ton.
SO starts with. || Al Paces Ferry Animal
I i | Hospital
c & Agents z
= Z| Design AR
|
B | "Y mage Resources... Abhat Roger
,_ Advanced ¥ I ACE Car Rental
i._f,i Birthdays & Anniversaries
"IL_:J By Category
& By Company
= || [EE ;mzpst ; Select the folder or view to open
— W ontacts -
y &= Y i T [$PeopleGroupsCorpHier] A Ok
g [E=] w Advanced Menus T [$PeapleGroupsFlat) .
€ || ;5] Additional Language Options ’ 5 [$PeopleGroupsHisr] Cancel |
o Wi i | 1 [$Feople]
T QR TP orese ek | T ($Foiicies) |
ack the Open Lis =
= R= .2 ! T [$Proarams)

.- v Show Thumbnails Button | =
i I —— T [$RCLookup]

T [$5ervertcoess)
T ($5erverGroups)

[ I I I, |

< >
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Deleting local policy documents

- Inthe ($Policies) view you will see a series of policy documents

- Toreset all policies on the client simply delete all of the policy documents from this

view
- Restart the affected Lotus Notes client and the policies will be retrieved from the
server

- Mail policies may take up to 12 hours, as they are controlled by AdminP

Darren Duke "= |l add Person EditPerson Delete Persan Mave Mail File ISET
on Local [ 1
- Palicy Type ar Mame FPalicy Mame | LMD FollastMod Effective Policy M{
= My Contacts |
FolicySecurity Effective Policy for: Darren Duke/STS|ES9018E53TFE047C525T4T8002E0940 SecSets|CH=Dar
4 Becent Contacts Dukel0=CTS
= Groups PolicySecurity Effective Policy for: Darren Duke/STS|ESQ018E537F905T CBA25T4TAD0S5CFBD SecSets|CH=Dar
.|::'. By Category Duke/O=E5TS
By Company [Feplication or Save
Conflict
\ & Birthdays & Anniversaries anficy .
= FolicySecurity Effective Policy far: Darren Duke/STS|ESA01 8EA3TFA05T CEA257 4820040 4F 44 SecSets|CH=Dan
[ Trash DukeiO=5TS |
—‘ By Create FolicySecurity Effective Policy for: Darren Duke/STS|ES901 8EA37FA05T 84257 480007375590 SecSets|CN=Dar
=] Default Dukef0=5TS
=lLahel Templates PolicySecurity Effective Policy for, Darren Duke/STS|ESA018E537F9057 CB525T 49300514709 SecSets|GMN=Dar
=] Lookup Duke/O=5TS
=1 Mail Merge By Marme FalicySecurity Effective Policy for: Darren Duke/STS|ESA018EA3TFA06T CBA26T40C00TDTFAS SecSets|CM=Dar
=] Mail Merge Termplates Dukef0O=8TS
=] Fress Release FPolicySecurity Effective Policy for: kotes AdminFPRW|DAFEE4DERSBE1F508525T4A300496E88 SECSEtSlCN:NDté
=] Standard Templates Admin/O=FFPPW |
FolicySecurity Effective Policy for; Darren Duke/STS|ESA01 8ES37FE05T CBA25T74B7005ADE32 SecSets|CH=Dar
ezl Cther Contacts Dukel0=CTS
= el s, Cfaative-lalanfnsableton oo E DL A0 B2 S D L D A e D L S b S D Caabatalohizhlot
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Agenda

Who is this dude and what will | learn?
Section 1 — A complete example, start to finish
Section 2 — Understanding and Fixing Policies

Session wrap up

Q&A
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Session wrap up

In this session we have seen how

Policies can be used to alleviate apparent end user issues with Lotus Notes
Lotus Notes can do complex password requirements

You can force Lotus Notes users to change their password the first time they use
Lotus Notes

To create a series of useful settings and assign them to an organization policy
and/or an explicit policy

We have also learned

How to use the Policy Synopsis tool

That other Lotus Notes policy settings can have a beneficial impact on server and
end user management

|||
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Other sessions you may want to attend

SHOW101- Step by Step: Install, Manage and Configure
DAQOS and ID Vault

BP102 - Adminblast 2010: Over 60 Tips in 60 Minutes!

SHOW 106 - Configuring the Tivoli Directory Integrator for IBM
Lotus Domino and Active Directory

SHOW103 - Roaming in IBM Domino 8.5: Configure the Best
Choice for Your Servers

BP106 - The Top 11 Tips for Keeping Your Servers Healthy
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Agenda

Who is this dude and what will | learn?
Section 1 — A complete example, start to finish
Section 2 — Understanding and Fixing Policies

Session wrap up

Q&A
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Questions (and hopefully Answers)

P27?7?77?7?
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Legal Disclaimer

© IBM Corporation 2009. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained in this publication, it is
provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM's current product plans and strategy, which are subject to change by IBM without notice. IBM shall not be
responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is intended to, nor shall have the effect of, creating any
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement gov erning the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or capabilities referenced in this
presentation may change at any time at IBM's sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any way. Nothing
contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales, revenue growth or other results.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will experience will vary depending upon
many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can

be given that an individual user will achieve results similar to those stated here.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International Business Machines Corporation in the United States, other
countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.
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